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FEFRYEIAR.

SRMB & PP E R B AT R AN EIBAR P E S H IR TEIR, HRTHIRE
h T BRIBHREMRZHATON. SENBNEFIFERBEERMARNMEANY, HEER
2. BE (FEKROHNHER) NSHENER.

T iERFR TR0

BN ERRCIRE A S B E R LB

FEEWIRERIE)

MX X E IR ?

HLRRY MX IERZERVHRIE [ A RBIBR 4 IRICTR, MXiERFIRESE:

- RBRBH#REMX - REERHMX,

- Office 365 - Microsoft BIIEE#RIR A R

- Google - Google BAIEERRRAE

NS FEENE—RR A ?

AEEFERNE " 7E "R, EREE— " Bt " SEBEM MX iERIMERIM I ERE B E
X, Blg0, bk T—Bk " FIRER:

Google (G Suite)

Office 365 (0365)

&8 Exchange

(B&MH) MRz —, ENAREE AR Exchange

Fi 8 A P iR FE RO BRFE (&5 A T T4k ?

MRERPEEE (REAFHENEMELE), WIREES— "Bk, 60, LthEmeE
RPRER:

- 5mMH#FEE— (LEMNERM?2) BENRE

- BRAE  (Office 365 B{AIER Exchange)

- BURTEMGRERE (FHIOMEIBRRESIME)

ALEFERANSREWE, HP—LiEEMABHERE@REEMELE,

MO, MBEAIFRIBIEE G Suite 3 Office 365 &, M TSI EE FHREENBRMALHS
e S A

X[ E2 office 365 5PAEF Exchange KBS IAIENG ?
SRR S P AR FE M RIEB Exchange E#8 F Office 365

WMRBXFE, FAFHREM Office 365 AT R YAILTHARS ?
ERFEIERBATRER 3 MM ERFNXEXRIAT /R

- X1 - BT AHBFEI AL T WIEB Exchange FFIE R

- ERONERS - —LLRFEEEIEE 0365, B—LE{IF RSB Exchange FRiEH
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TREFimA R SE TR AP iBFEETERE 2| Office 365 MMIEH B LI T Birgyx<i#:
- RARERSERRERMERESRENEZHEMIFIIEEREE

- BRARERVEEIERURELERRATENERIXK.

WEFXSHNER R

SEMEHEHIPERSEE MM T RENEE: NEGMSTRE.

o HFE /AP
MREBHAITRR, WERXREEAZE AANEXHRERFIMIT (ERATF Office 365 F1 G
Suite BF) HABRREF IR ? TEEETROXEE,

o WEX
ANEXE R LTE T ERTE P inbbFEE AR T8 3| Office 365 3¢ Google G Suite HYIHE T

WEEA

BRISERMBH G ER—RER KL SMTP iRHiEUles " RUER, Bld SMTP 2B/
Bl AFLORERATNREBUTEIE, BMFEXMMHSWER, REEM SMTP iBHFBE T SRMLE
PaprirfeEkes. WEEXEE AT Office 365 0 G Suite FHEE BRI,

& 1-1 EFAZEICR /AP BIRE 55 LRI
Google G Suite Office 365
MX 53 ‘ lafsﬁ MX 34 mﬁfiﬁ
@ FEER—R @ HHTEE-—R
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@m — Y E— ] ® @m — Y E— ®
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1. Offlce 365 BX G Suite FF PR H HRICREI RN E X EI A KX B S RM B @ PP L&
ZRMRIEIX,

.—Jﬁﬂéﬁ%ﬁé PP 12 Rhas U & H AR A T R SR BS T4
Office 365 BX G Suite #E AR 4 R4 & X E HBFE,

LB RBEINITREE, /A AP iFE &/ HBFE.

7 HPFE TP IRYE SR AR 45 RN TSR EZ B HI I THRAE
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() ,.-gi =
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@ @ ()

1. NGB RAE B T BRI 4 2 X8 MX,

2 BREHRERBHERENT IS ARANENPEBSITRS. WA
P,

BRI & Fr 0 15 BRER 5 A SR AR 45 RARICHR 1 k.
SRM BT E TP LRSI R X B HE - B F — Bk
Exchange £ 5 AR {f& BB £+ 1 3k FP BOFRICSR HIl 4 1T RIS HR A,
SR I TRIER R Z IS E HRAE,

o o AW

S

d EREEPN-EFEEETR, BHSEMBIaNPERRTTESEMN RS, XBE
IARTEY AR,

R RBSREMETE NP EBESR R ET RS

BE, BRSEMFNaRiFRRTENEASESCHFERREENASL, ATEITSRMN
gPahirtis. (UREER, BRAIMREERRERNZFRESEMBZIIENFE
Bz, MREEREXRAXMITE, BHRABREEIREM. )

T2 S RMB N EFIFERRR R BTN TAE: PTUEMBAEE i
(REREREF. BIRE. IBRRN) Z/F, EWASHEXEMFRIEIA. BT IronPort ISR
MR EFPERR RN BF " EETXETIERHRINABBEEAERMG

MRTERNZSIEEEMIZME (130 Google Apps 8 Microsoft Office 365) , 131& FAEIFEAIIRIL:
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M EEHEEETE
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SE EBRl=
B ARl (3N
Microsoft Exchange )
FEERER S EhiE
ZEREEERS (B180
G Suite =8 O365)
TN EE {5 R
JCESRE £ ‘D’
S BE=

1. ERFELABRR M R 2 WXL BB EME, FRIEIHTRIRBAIREILIE.

2 EF-RuREAHIRESIIEE, BRMtTEMXBERERD 25 £ (BEHAERERRS
LB EFIRERSRNGHEEATENRD) , B SMTP EREGHEREIE (BINER
EMNH ARICRYIEE) FEEBRSRMBHEFIFERER. ENGBRAMARAIIR, &
Rh g AR SR T ZE R 2 BRI EE D H T R I AL R HB A EUE.

AR, RO 443 B HTTPS EZIGRET IR BB BUE R X EI BRI EE .
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1. EREFEIARBHR R 2K, FREZHITRIRIHIREIIE.
~

x HREF R IR BEERRIBAREMXTSHE —MEEMBLPRE, BTHELEIANERRS
B IP stk & HEERE. (EEPRERESR. )

2 EFRUIREBGNASIIRE, BRBGTE2MXERERO 25 £ (BEHAETRERS
T/ EFIP LRSS E AR ERIRO) @ SMTP EERER X ERR S RME

WEaFiP ez,

E{)ﬁ;g;ﬁﬁ#ﬂﬂ)\ﬁ}\ﬂﬂi BRI ERARESBNTECRE BRI EERETITO R T ER
B 284

a. ARE, ERAKO 43 BT HTTPS EEFBITERIMARIER X ZBRIEEY.

b. EERREER N HITIESNRE TG, HENERSERGMITAI R EREBR
SEME N EFHIPERRER. BRSENZHEHIPERSBSRIXEE RS N4
K, FRYEBHHE LI T R:

X-Agari-MsgInfo: 74771442-0e71-11e7-9bb3-0242ac110002;1490126610

X-Agari-Policy-Matched: $REEZR

X-Agari-Trust-Score: 1.0

— B¢ R AT BEFEE S 1 X-Agari-Policy-Matched {53«

W ERIE R - §EiEE |



| #1E RRENESEMEHEHIPEHRERE

WA

»ERE N

X-Agari-Trust-Score fELHIBER AU TEZ —:

- 00-10ZiEHEE, REUEETES (04K, 10A85).

- “None” (&) - RNRBREBRERIXZBEHTES

- Unscored” (RiF5) - RnEPTESER, ELH4HERITSNERL T EE,
RE, WBEMARE, UEMNBRSENES &GP EREmIMEE.

3. @ SMTP BT A EECERY T i MTA SEITARESOIEIE R, Tl MTA AU R HR -5
ERMSEMBZIEPEBRRNR— MRS, HAIZEHREI TR MTA,

BIHEER T MTA EUERARY, AR TIEIRIRE I IEERAY X-Agari K FIRFEX LR
K EARIRERAN / ST ITR E B IE.

4. RFFEABTIIEEOMAER, JUEBAEEEREMEFE FXERBEX, EMNF
EREB AR EITHE-SRIEABNR, FIRENEE (D, FAL) .

ERFEBES, TOIERERENTRSERENELNL (VM) ELESRME &P E%S.
BRISHEMEHEHIPEREEHBRIBIRERNA (BEH %) 2RGEENAR, “EMA
B ES Docker B8 (1E2 A https://www.docker.com/what-docker) 7 & HI{E =235
F. AR ERSNANATENXHRSET, 88 BTIZNAMEN—: {8, B{ThE.
RETEMARGERE.

ERZMNBRHEEARLIRBATREE NS RMNBHEFHIFERSRMMEA, YEIREX Web [
FRRARINIRG, ERILM " EHE "> =R " TERBATREEME RSN, AR
Al —EAHENEBRER.
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N S&Ex#

R

4 64 {if Linux:

e Red Hat Enterprise Linux 7.2 B{ 38 SR A
o Cent0S 7.2 HEShRA

e Ubuntu 14.04 S EShRA

A4S /REL AMD x86_64

Wiz (F]R1K)
4tz (BiN)

16GB (&F1K)
32GB (&iX)

BRIERY
CPU

AF
i

50GB (& f{K)

1006B U E (NRFITERHEES ), A
44 /var B¢ /var/opt/agari

DI NIERK

AENEMIREPTRSENBNEMIFEREN, TEEBSRRRERE. TEIEHTSHM
FI AP LRSI AEER:

AN 25
(SMTP)

FATF ISR X1 WS BRI\ B BB 37T

Hid: 443
(HTTP/S)

N REBZMEMAARSFHI HTTP/S ER (FAERIBESHETX)
AR FILUSEREREE X HTTP/S HihEEE AR E,

H i
53 (DNS)

DNS R T EH 4 /IP AR

WRENARGER 127.0.* B 1ocalnost #H{T DNS f#Hr, M Docker KA H
S #| BB 2887 /etc/resolv.conf SXEH, MEIE DNSIZEE N s.8.8.8F18.8.4.4,
AR XL TR @I B ASE R, DNS KM,

TP RERER EHLAY DNS FRSZ /R E A EAIE Al 2 FARIPIER DNS ARSZ2RAYSE
Lszichal

Hug:
123 (NTP)

NTP A FRY BRI HARSS. *B: 7£ RedHat REH, BAIUA H LT 6258
NTP BH1EE TIE:

nptstat

echo $?

WNRFEI NTP R 28, BMERFER/F—IaLHRELA oo BXRIGE NTPRKRE
HIFAER, 152 H RedHat XY,
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Deploy
ment_Guide/s1-Checking_the_Status_of _NTP.html

W ERIE R - §EiEE
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»ERE N

BRMEEER] HTTPS 349
BEGITREMANARRFTE L0 U TRiGA REEMARINRNIT

https://agari-ep-collector-config-prod.s3.amazonaws.com
https://agari-ep-collector-config.s3.amazonaws.com
https://agari-ep-collector-ingest-avro.s3.amazonaws.com
https://agari-ep-collector-filter-prod.s3.amazonaws.com
https://agari-ep-collector-filter.s3.amazonaws.com
https://aws.amazon.com
https://kinesis.us-west-2.amazonaws.com
https://s3-us-west-2.amazonaws.com

https://sns.us-west-2.amazonaws.com

AREFEFIRE-—LEREE.

ﬁﬂ%!’&ﬂ%ﬂﬁz Linux &1ThR, MPIRERE T RLZHANERRFENNRBTNREE.,

~
i

Postfix

BLE Linux K1TAR (BN RHEL kRAS 7.1) BRIA/R A Postfix ARSS28. GNERERIA Postfix ARSS 28 IEEIE
17, DIREZRAEHEITERSTRMAE. (FRBETEERIBCHIBE AR Postfix
BRss52%, RAA-THEURaRe. )

BITU T en S RAFMBR Postfix BRS523:

# sudo yum remove postfix

APT

APT (ERHHEIER) T—HRTEERHFENIA. APTFBRIREIX R B MIEERIK
HEFEERIRRERIREE,

wget

\{IZE% EXRAEREXTTENRB P TEHXHRLARERF. ErREFEMEMA woet RIREN EPEL 3R

EPEL (3 Enterprise Linux ERAME AR {461)

EPEL RS REMMEEEME, BT55EET Fedora Y Red Hat Enterprise Linux (RHEL) Kz E 3%
BETER S, 5140 Cent0S #0 Scientific Linux,

fRBI A\ BT a5 < FREX EPEL:

wget -r --no-parent -A 'epel-release-*.rpm' \
http://dl.fedoraproject.org/pub/epel/7/x86_ 64/Packages/e/

ETRBERHE, BREEEINAEIC):
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N S&Ex#

— http://dl.fedoraproject.org

— Docker 5 RedHat kiR 6.x

7E RHEL KRA 6.7 1, Docker ATREHIEERIN D K. WIRIEBEITHIZZHE Docker BY RHEL BRA & 1T
hR, BILUMEAT # it 228 It AR A :

https://docs.docker.com/v1.7/installation/rhel/#red-hat-enterprise-linux-6.5-installation
e Docker 5 Cent0S7.1%07.2
CRTRE A ABAT Cent0S 7.1 70 7.2 R LTRAHATE X Docker £ Ai#FE.

%;Eﬂg@mﬁﬁﬁmx Docker BIEE A URL BUSC#F, 4E /etc/yum.reports.d B3R T el —
| :

# cat >/etc/yum.repos.d/docker.repo <<-EOF

[dockerrepo]

name=Docker Repository
baseurl=https://yum.dockerproject.org/repo/main/centos/7
enabled=1

gpgcheck=1

gpgkey=https://yum.dockerproject.org/gpg

EOF

ﬁ”@ /etc/yum.repos.d/docker.repo "X{fl:):, ,L,\__[L/{Kz% Docker, ,.“):F'Ejj DOCkBFHEQ

# yum install docker-engine

# service docker start
e Python YAML 1 Python PIP
Eﬁiﬁﬁﬁffﬂﬁ_l'ﬁ'é&ﬁf”ﬁ Python YAML (5 —#4RICIES) #0 Python PIP (Python REEFRFFIX
He) R, FRBSTRMATEXLERGE, BAUREUTHSTREN:
# yum install python-yaml
# yum install python-pip
e Python F0 Python Argparse
R R TR MIARIXFEE python F1 python-argparse FR{4FEL,
# yum install python

# yum install python-argparse

W ERIE R - §EiEE |
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AN

i

i:IFN

wl

BEISEME I E P e R R

WEMNEBRSHE TERAROREE NS EME N EFIPERISSTERA, ZRANEUEMNT
s

sensor-install-<orgname>-<dates>.sh

ERAZERRIR AT ZAEITHE, RHRRRALLRE AINIERBRT R ATESSHE
R, B, BERERTCKIINERITRANSRMBHaYIFERSRTREA.

AT E B M

BXHBEENRGF (FlaET SCP) . WALE, BHIXMHEEAEFSERENRUER A
AT, fBlgn:

# chmod +x sensor-install-examplecom-2018-02-01.sh

BRT TR BRSEWMEHBRPERE, £ 11 TPRINOEREIN, BEESITERBRTR
FERFREEREUT FWFM:

o MEEFARK Linux T EV EERIAEINR ?

e PANBREEEREANAGTNBRIZINTEFMERIT ONS, NTP, SMTP (AL) FIHTTP/S 1A
i) ?

o RIEB: WRXMHTTPREFERANKE, KESETHMMKIERER (HTTP 3 NTLMO) . FEH4A. in
A. AFR&MNEB?

o TISHE: EXEHE, EAMUEEET TS BALREEXEERSR. NREITBET
TLS B9 SMTP fZiX A F S ME N ahirERkas, BETHEMNI (key X)) . ERLBTLSIEH
(.pem XX#) FIEPEE (pem X)) ?

ZEMALERGKBIXARR, BIFHITRRAA,

R A LU M ERAR AR :

o ITENRIABIRRA.

e fBIEBRE /opt/agari and /var/opt/agari/etc

o WHAME, FLHEMNBNERSENENEMIFERIERS.
o BLRERNHRIE IR BRF,

o 23 Docker,

o TEPYAML (MBEME).

o FTEHEAWSTEH (AWS. AWSSSL) .

BRIGRE - EHEE W
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N ETHF

RTMZBEATHSMEE S HREM UNX EPR (FIiE; BRIAER TEERRE) .
RARE HTTPS REBEE (FLE) .
Mk BE T Ain) IERRRY S3 FABMRHTHUR L%,

Eﬁﬁ;%ﬁlﬂéﬁ%@@%?ﬂ%@%ﬁbﬂ REEIRE TISIEBNTISEE (RRIMER "X "-FE
TLS &E#E) .

RTZERRAEESEE FUAMBRTA"X").
RBXBEIMENE R, BIBRIEE X+,
FRERMNBHEFIFERBRE (NEVE)

LR Z Linux Ubuntu BUYE EiB1TRORIARG], ETFEIF, EEE:

THZEHAREASTL2ER. TERNXANATH,

IRRY4ALR 1D 2ME—HRY.

el % %A 1D FAFi/1a) AWS,

MRAGREEN ARG LIRE Docker F1AWS TH, NMEREXLETH,
fRe U5 F T iic B SF0EC B BWERY UNIX HXPR,

IEEIBUARIERE HTTPS I,

A UIE E S5 R8s 2 [81RY SMTP sEEE(ERRY TLS iE B,

A E R K B HIL R,

W ERIE R - §EiEE |



| $£2E BREERBNairEcBRETglsE
EiTHx A
[FTEBITH SR ML 9 & iR £ RIS AR 61
ﬁuz;aqmiz;%% $ sudo ./sensor-install-examplecom-2017-09-27.sh
Cisco Advanced Phishing Protection Sensor Installation
ﬁIJE/EE\*SI'Ei Wed Sep 27 21:49:03 UTC 2017
VERSION: 17.09.27035106
+ mkdir -p /opt/agari /var/opt/agari/etc
Extracting install files into /var/opt/agari/tmp/agari.df8jXF
Running extracted install
Running Install/Upgrade steps...
e agari-collector.service - LSB: start and stop agari-collector-filter

enabled)

ago

Docs: man:systemd-sysv-generator (8)

status=0/SUCCESS)

(code=exited, status=0/SUCCESS)

agari-collector-filter...

Sep 27 13:38:33 ubuntu agari-collector[4284]:
Waiting for agari-collectord to start...

Sep 27 13:38:34 ubuntu agari-collector[4284]: Started
agari-collectord: PID 4299.

agari-collector-filter.

agari-collector-filter...

is not running.

agari-collector-filter.

agari-collector-filter.

Warning: agari-collector.service changed on disk. Run
daemon-reload' to reload units.

Writing sensor configuration to file:
/var/opt/agari/tmp/agari.df8jXF/etc/collector.yml

Active: inactive (dead) since Wed 2017-09-27 14:46:21 PDT;

Process: 4284 ExecStart=/etc/init.d/agari-collector start

Sep 27 13:38:34 ubuntu systemd[1l]: Started LSB: start and stop

Sep 27 14:46:21 ubuntu agari-collector[4664]: agari-collectord

Sep 27 14:46:21 ubuntu systemd[1l]: Stopped LSB: start and stop

Sep 27 14:48:36 ubuntu systemd[1l]: Stopped LSB: start and stop

Loaded: loaded (/etc/init.d/agari-collector; bad; vendor preset:

2min 42s

Process: 4664 ExecStop=/etc/init.d/agari-collector stop (code=exited,

Sep 27 13:38:33 ubuntu systemd[1l]: Starting LSB: start and stop

Sep 27 13:38:33 ubuntu agari-collector[4284]: net.ipv4.ip forward = 1

Sep 27 14:46:21 ubuntu systemd[1l]: Stopping LSB: start and stop

'systemctl
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ROl B E A
FiAlRIBEMN
B EHEN
UNIX B8R

AT BEE
HTTPS {12

Do you want to verify the AWS SSL server certificates

used for communications from this sensor to AWS? [y/N] (no)s>no

You may optionally specify a Unix group that will be given read access to

logs as well as write access to the collector's configuration and data.

Group name (root) :

Will this sensor use an HTTPS proxy to send data to the Agari cloud?

ly/N] (no) >
Testing access
OK.

Testing access
OK.

Testing access
OK.

Testing access
OK.

Testing access

OK.

to

to

to

to

to

download S3 bucket...

configuration S3 bucket...

data ingest S3 bucket...

statistical ping SNS topic...

data ingest Kinesis stream...

Do you want to configure TLS Certificates for incoming SMTP traffic to

this sensor? [y/N]

(no) > n

Require that all SMTP sessions use TLS? [y/N] (no)?> n

Which port should this sensor listen on for incoming SMTP connections?

[25] >

Enable DEBUG-level logging? [y/N] (no)> n

+ : Creating directories

+

mkdir-p/var/opt/agari/etc/var/opt/agari/run/var/opt/agari/spool/var/op
t/agari/shared/var/opt/agari/log

+ mkdir-p/opt/agari/bin/opt/agari/lib

+ ln-Tsf/var/opt/agari/etc//opt/agari/etc

+ 1ln-Tsf/var/opt/agari/etc//etc/agari

+ 1ln-Tsf/var/opt/agari/log//var/log/agari

W ERIE R - §EiEE



| $£2%

BRIBEMENE I ERR R R =

a&fTiix N

WO LEEES
R
SMTP SEIEE

%ﬁﬁﬂ’q TLS 3iF

AT S E I
HEAEICR

Running Install/Upgrade steps...
Moving new files to /opt/agari
Downloading docker image from S3...
Deleting old docker containers...
Deleting old docker images...
Loading new docker image...

Updated version to 17.09.27035106
Running post-installation

Running post-installation

Running post-install steps...
Removing temporary install files in /var/opt/agari/tmp/agari.df8jXF

Installation Complete

LR, SRMBHEFHFERSBRERNTR.
MREERGEBRSRMBIEFIFIR, NAZEBSNE "B > E-&R " TEHEE

ERAREEE,

& 27

Status

EBEERE

Status: /* Connected to Cisco but not receiving messages

SRMBHEFIFERSRNERDY 2 MHEHITERELER.

BRESR

RETE—NESRMBNEHPERSFEFTEERMZE, TN i EERXE
BRISRMEEYIRERSE, 5 26 0.
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RN BB B R X R B RS R MR T BT e 2es

T E RS R A 15 8im O _E il SMTP =iE, ELA]BUE NN AR 4 BT N EEES,
NREAI OB Telnet EZ B REMA TR BN SMTP i O H B ISR M EZE R H SMTP &5,
TUIAT A 61188 — 54 0 izt B 4 -

Stelnet sensor name:sensor_ port

Trying IP_address...

Connected to sensor name

Escape character is '*]'.

220 collector-filter ESMTP Postfix
HELO example.com

250 collector-filter

MAIL FROM: <test@example.com>

250 2.1.0 Ok

RCPT TO: user@yourcompany.com

8

354 End data with <CR><LF>.<CR><LF>

Received: from 1.2.3.4 by test.example.com

Received: from 192.168.3.3. by internal

From: “John Smith” <jsmith@example.com>

To: “Jane Doe” <jdoe@example.net>

Subject: test message sent from manual telnet session
Date: Wed, 11 May 2011 16:19:57 -0400

Message-Id: <testing-testing>

Hello World,

This is a test message sent from a manual telnet session.

Yours truly,

SMTP administrator

250 2.0.0 Ok: gqueued as message_ID

quit

TBRRER A DATA B2 Received: {53k, FERMIY—IT BN " FIPRKGLER data 83<, "250 2.0.0. Ok:
queued as...” BR L RNERUN B ERNINHIER, FEERREERFEIMNEHINES X
izl 0]
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HERRM L BB 145

REEAM TR

a&fTiix N

&=
WREHAN vats rov: TREWEIZERUTEHHERER:

451 4.7.1 Service unavailable - try again later
.. BFIEESEMBH AP ERSEREBHFERET. BEHAUTEE:
o EFEWNLRM /var/log/agari/container.10g, BEER M MILFIIATEIT

Feb 01 2017 05:07:59 INFO collector-filter is ready.

MREFAR, NWRTIIESHEEEKRER. BRELDH, REER.
 BEBHSEMENEMIFMERBUREREBI 5 2 ?

NRAE 5 249, EFES 2, MRIERNAREE, NWEHBHER:

$ /opt/agari/bin/agari-ep restart

s MREHBHBERREBNAETE, BERENBHNENUWES:

$ sudo service agari-collector restart

BRSRME & TP E SR SN TRIEMEFMBEEX, BREN+rE5X%. RIBE
THRIMNFXE RN E, EAREFRREE S SEAMBIIEMIPERBUKRITRER
SELE. EXREMSENENEPFERE, RFENRF LETRREA.

$¢Eﬂﬂ%ﬁ@%$%@%§&ﬁi7uﬁﬂwwwﬁ%#,WE%ME?ELWHM#/
W, EEFHED, BIBERMHSENIERSEENULRTR.

MRV E Z1=

BT EfE3X

ZRERSEMBNEHPERSE, RENZRERRBHEZT2MX, BURSHRRE [ 2% M X
(WEREE) .

EENEEXNLSRRBRBAHL2MXNEEMNR. HSRTEBRIERF 2R XFT X RAIIN
EXXRERRA.

TIeMI K KB GN (A

o WMENELEREANMNEREN R RE—B#TEE BERWESIRMX"E"HMIA
(HPEERAIE) BERERMBHREMX; FEURNELALRENMNRERERHITEE,
RAKHAREREZESRXMAR NP -=Z0E  (H140 Microsoft Exchange) BRI E.

o YRENELERENERE RO, RS, PEERESEAEMLIES 20T
STEREBHHEITEER. BRSREMBIaNIRHIEE —BE R R E R, Eiftit
W, ERRITREZEFHELBI TN ISR,

BT AFER A 2 P BT B RS R 4% £ & B 4P % 2 28 B BRI A HR 4,
o BRSEMENEMPEREASES " EIIRN "8, BERANREN " LERE .

MREABREMN R EBFEXMAHENRFEE LERBRAITLIE, BTG " #UIR
REN " ALEREE .

o MRYARE - WEERN " X, 2THBREETIRMEEZAXRZE, BEEAFSHIRE
BRESRMEI & Web A,

%ﬁ&i FRERBI—IRIFERE, BFHLERERREBIEIRERIRER
PR}
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BN EETHEVUEREE (NABRE)

EEE NEEVILUREES (XAEXRER)

ZERSHEMBNEHIPERSRFEEIBRE, TOAEE THENINRT D UM E IR E YR
. HEEABESEMBVERHPIIAN " B2 > FR&R " TTHEP5THN. EHEES, §—
MMRER " BETIEMHEEE: " Ha, UATREA P i ENZNKROS

& 22 EETHEN (NAKRR)

Configuration

Name: cisco.example.com

You can rename your sensor at any time without affecting message processing.

Diagnostic information: Upload now

Scoring timeout: 600 seconds
Messages are delivered as unscored after the timeout is reached.
The recommended scoring timeout is 120 seconds. Increase the time if you want
allow more time for Cisco to score messages before delivering them. The maximum
timeout value is 600 seconds.
Deliver messages to: - 1 8025

Hostname or IP address Port

Collect All Headers

= FENEGNMERRTHAMEE, FEXFHNERRNEISEMNEZNEHFE—BRRFLREE.

REXLREFRENER L MIER, UEEBRREWESRFHAITEN.

ZhE, BRI ERAERIERESE (BSH " SRR EER AR ERSEMENE
PitpfeRER " (38671) ).

ECERR MV E bR RERREE

ZERSEMEHNERHIPEREE, MEMNZEERRMELZ MK, LUEHBE77E B 2% M %,
m%§%%$%EEﬂW#§éM*%¥ﬂﬁﬁo%%ﬁ@%%ﬂ%#féﬂ*ﬁﬂﬁ%%ﬁ%
Bi5M.

MR ENEVIPHRBIREBE. FARE. BERRRGESEAEMTEINEFTTERER
HITEE, BRESRMENEHIPHIEE —ERBIRBEHENERR; BHTIHE, SHgT
RERSHRELEI I EN A EHE.
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EENESx N

BCEYNE g%

BRERSHEMBHNEHPERSERE, REFTURERRIBHEZ2MX, BUSHRERE @ 2% M X.

FEENEEXNLREAMAMXREMR. TiemXEKENME:

o PNENEAAREANNENE W PR RE—B"#HITHEE EELUFLIIMX"E"HMIA
(WP EmAIE) BRBRIBGRENX; BEFURNEREIRENMNRLRER#ITESE,
RARAREREZESRXMAE N F=AE  (H140 Microsoft Exchange) BIIE.

S

o BNENELAEENERERURBE. RS, HEERGEEMEMSESIZ A
TREFHITEE, BRSEMKZaRFHIEE —EREIRM AN ER; Eifti
i, ENRITREZIHEZBI TR FIEMRH.

WE L EHFE 1R

REMINERE: BRBHFREMX, £ 31 IBINETHMABRMGFZEMXEENE

&,

BRHGR - BPi5Em
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WESSE: BRI EEME

A XN BN E N BEIEB 2 W X IR B B RIS R M B {9 & P E e NE (£ X,
—REFNT:

ST CIEABRTIER, MUERAErp®: BIEREGERZISRMEIIEPPERES,
$R?2 EERLLGEUEHREESIMIEERNE,

$E3 HINSREMBNEARFER, UmEERBHNEMAER.

$R4 FEEHMEMNE R BRI,

SRS RKERRSHMABRER, HEREMEHAFREIZER,

< “Authentication-Results” L EEF ZFIN

=R MR B P 5 BB K SR 1 B R 3R 1FHY Authentication-Results 15 S< 8972 72 3 ZB B T4 & %
FHEH. BF, BEWE AF 'MTA (BEEITMNEEM _ERAEA MTA #ANBWEE—MANDO
m) BiHEENBREEFRI0 Authentication-Results IRk, M pIERE il MTA MS{FHECE A
REBILIRKHZEME (B, BN SRHBECHIRLBEILIRK, RIEECNEBLUERIERHT
BE, MATCITEAESMEBEFRIBLERXK) .

B2, WEHHRAMETREIEEEZ, BEREREN TR MTA PIRATEEAMEHFARIE,

AT EXRER SRMEHEHIPERSIEAEERZIRENEIE (28
X-Agari-Authentication-Results) , SNR;ZHEHKE, (ERXEEA 2 MESE Authentication-Results
%9{0

Hik, BLUGAFR MTARENABKATREIE (EH|) Authentication-Results {53k: EBEI &
—;775? MTA MAZRIFATREME R, RSP NA T B XWX ZF MTA F= R ITIRIER
WA,
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B3E WEHLR: BRBEREMX |

N 531 SRATHBBGN BH%: " TiEs

SR CIZRA TR " B " JiSa

p- 3
HIR 2

»

=

~,

$R6
pz- 3

MNEEZRAFSHERBRBEREMX,
SME " ibFREE > EARBLIESE ",

MRENEHEERRE T RRMERTEMXIAE: NESHNAHFART (NRIAFEERER
N —BRERBRIE T2 MXEF) TRUATHR,

MBI SRR F LTSRS 9 % /9 Cisco_collector,
HIRPAFERPIRHSENHE, UEERNERER T RTESNERMNMIZEBERIAR. i
;R R A TR AR E R RE RS, HEERS LRENEEFE LA AR X
EEMNSMNIIEEIE. Bol@E ? F B BBFE joeadmin@example.com BXREIEF Joe”

ez RN, FEEBILLSRMENEHIPERBRERIEEEEERLRAF NG
(BP: ZEFMELURMBEFIRSHETARE, UREATTEEFHAAIE M bB SR IM TR Z
B) . NREFEANEMSRTEFREMNTERSM AR EXIHSETEETERS, BNIZEE
XL ERH EHNESRM B ERHIPERESTERBUTNAEER: WEEEXERFPNFE
HR {4

AR ER TR EEMEM. RIBENIME, TEIZITIEER SR E RS A IR E F N\
HRIEXE (FESRETXEXIRE) . IREHTATEEBESBAEFRIMIKBH X RS
MERZFEUENME (EAREEERF), WEEEETZIERDESEY, HEBRRIIESR
THITRE, EF, ABRTERNENERANEERREEEREZAPWBLHEER: BIRES
E SR & 4.
RERNRERHRESILTEEXE., TERMNBESTOS, EEFRM/ HEIRk..
BEANIRSHFME MG ATFERRERBEEATNRBREEAN (XEEEARA—ESIERRRED
BB RS ) -

o {R3KAFR: X-Agari-Original-From #Zk##E: $EnvelopeFrom

o IR3KAFR: X-Agari-Original-To #FL<##E: $enveloperecipients
MRBEEBHLZEMNKXEARMKX MTA BRFEXMIEALT, BLRMUTRL:

o RLAFR: X-Agari-Authentication-Results 3R<%#E: $Header['Authentication-Results']
FROEMBRKBMBELTHEEIR.
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& 31 ABTIERRIRIE

Add Action

Quarantine R
Encrypt on Delivery Add/Edlt Header Help

Strip Attachment by Content Inserts a header and value pair into the message or modifies value
. ) of an existing header before delivering.

Strip Attachment by File Info 'ng v 9
URL Category Header Name: |x-Agari-Authentication-Results
URL Reputation New Header Name or Existing Header
Add Disclaimer Text

prib ULl (el et @ sSpecify Value for New Header (optional):

Bypass DKIM Signing
Send Copy (Bcc:)
Notify

|$He ader['Authentication-R esults']|

Prepend to the Value of Existing Header:

Change Recipient to

Send to Alternate Destination Append to the Value of Existing Header:
Host I

Deliver from IP Interface

) Search & Replace from the Value of Existing Header:
Strip Header

Add/Edit Header Search for: I .
Add Message Tag
Add Log Entry Replace with: |

S/MIME Sign/Encrypt on Delivery Leave blank to remove searched text from value

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel OK I

SRS RERR " ZH, ALTERCIBREERE: BEOBERGDEE—SE P,

o EFERERIERAF L P AR BB B A S RN BV B FTIFE IRV FTER B tsE, HATUE
EIEESEMFZNaRFERR (F2RTX) .

o BEfMWEMNERNSRAER, FIiER 8 FRIREN "$Subject’

o RERR " FERVMREABRUTFEFEY I BEATEZIREMFRE, EALE
R EI P EEFEEEESHMBN AP ERSPRMNERL. A2E " RERE " F
BREBT, IR, H—EXESRMFZNEIFERRA HIMCE, e gERHpFR
EREERME R AN, UEBECEENEETFERRE, BRATHER " BRERE " KEE
B <", RESEILENMEAS H BIFREFIERMRAI L E R,

o ARFFEEEBAF b 1S E RO TTA LB AN EAR RO TEA B ROtth, IRETLUBER & MR
HEN " FEH. KWIRENERFESHAAZXERBEIAEEEEEEN, MIFEEEMH
Huhkey MX i REBRIEBHZ £ WX "SMTP BB " TIREFTiEEREMtit, 52, EWATUE
Rt R EEEESRMETETIFERFMENL P ittt (P ik FiZUTESTERER
ﬂﬁﬁﬁﬁwﬁwnoﬁﬁﬁ,iﬁ%ﬁ%%#ﬂﬁ$ﬁﬁ%ﬁ%5@@%ﬂﬁ%,WT
Bk,

BRHGR - BPi5Em
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Edit Action

Quarantine

. = Hel
Encrypt on Delivery Send Copy (Bcc') p
Strip Attachment by Content Copies this message anonymously to specified recipient(s).
Strip Attachment by File Info Email Addresses: collector_user@collector.host

URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning

The following settings are optional.
Bypass DKIM Signing

Subject: Issm:ject
Send Copy (Bcc:)
- Return Path: Iblaclrhole@tomlti.corn
Notify
Change Recipient to Alternate Mail Host: |[123,123,45.67]

Send to Alternate Destination
Host

Deliver from IP Interface

Strip Header

Add/Edit Header

Add Message Tag

Add Log Entry

S/MIME Sign/Encrypt on Delivery

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel Ok

$E|I RiEHE "
RFIERT FENABTEREX (RE " RR " ZA0) :

W ERIE R - §EiEE |
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Add Incoming Content Filter

Name:

Cisco_collector
Currently Used by Policies: Default Palicy

Description: | |This is a filter to send a BCC stream of messages into a Cisco collector, where certain aspects of the
message headers and authentication data are saved and communicated to Cisco

Add Condition..., [

There are no conditions, so actions will always apply

Add Actian...
Order Action Rule Delete
i Add/Edit Header insert-header("X-Agan-Original-From", "$EnvelopeFram”) ﬂ
2 4 | Add/Edit Heade: insert-header("¥-Agari-Original-To", "§enveloperecipients”) 7]
3 & | Add/Edit Header ;}n::;t-?]elader("x-Aqarlvkuthentlcatlun‘Pesults", "$Header['Authentication- i
4 4 | Send Copy (Bec:) bee (“collector_user@callectorhost, “§Subject’, "< »", "[123.45.67.89]") u

~

= LB R R T 7MA] X-Agari-Authentication-Results R3%: REYBRIEPHFZEMK MTA B1HF W
& MTA B 7 RERINBEIR k. MRBRBHLREM K MTA (T FAFRRMEX T, WARRLRINLEIR ..

TR 10 RERREFEHTIESS.

SR BELIERSEMAENBARIERE. SME " iR "> ENIPFRES ", FAEMMITAY "
RNETIER " JIPRESRNATITIER UG AMREIZTIESR. FltdiEd, ErgFEENZ
REEBRARBTIER.

BRIGRE - EHEE W
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PR 12 BRERRBITAIREN TAR:

&34 BERELRIRIREET
Add Policy.. pesmesssmmscaaas
T
Order | Policy Name Anti-Spam Anti-Virus Advanced Malware Protection]| Content Filters Outbreak Filters | Delete

1
7 | tomki.com Sophos (use default) 1| Cisco_collector (use default) ﬁ
i !
McAfes
Encrypted: Deliver

Unscannable; Deliver

SR 13 BRREY, ERERREXR > Rill. HI8, BXERE, R RKRHIIERSE. NE
(EAEBAHRE R, FIRESMEARLGRINE. HE, BRAINFITR T —HBANMBHRELES
REBRXER,

$]R 2. lLESEMEBETIERIFEBERARDI LI

ATEARVHNBRBHZTEMXRGHEF, TRIZKERALENESRMBIEHIPERSRE
EXRMAVER T REHIREL W, BER2tHEX—R, HREUTSRIRE:

T8 1 REMTENENESNE ISR AR PB4 &EEm Etht, ~ R EEN " FXIRE
PCEEWE M EZARSS 2 ROMBEE; THAIZMB A% E BISERI DNS &£ 8. ARG, &
IIE4KE4E “collectorhost” FFiZid.

SR ?2 CERLIEEXHFURILEFREIRERK. SME "WML > REEEXH ", AE</ERMNE
EEEX#HCIZE-—THFZE. UTARERE:

W ERIE R - §EiEE |
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Edit Bounce Profile

Mode —Cluster: Cluster-o-rama

¢ Centralized Management Options

Maximum Number of Retries:

Maximum Time in Queue:

Initial Time to Wait per Message:

Maximum Time to Wait per Message:

Hard Bounce and Delay Warming Messages:

Change Mode...

Impatient &

1
(between 0 and 10000)

3600 seconds

(between 0 and 3000000)

0 seconds

(between 60 and 86400)

3600 seconds

(between 60 and 86400)

Send Hard Bounce Messages:

© Use Default (Yes) Yes No
Use DSN format for bounce messages:
© Use Default (Yes) Yes No

Message Compesition

Message Subject: |De- ivery Status Notification (Failure)

Parse DSN “Status” field
from bounce responses:

© Use Default {No) Yes No

Notification Template: System Generated

Preview Message =
Send Delay Warning Messages:
© Use Default (No) Yes Na

Message Composition

Message Subject: [Belivery Status Notification

Notification Template: System Generated

Preview Message &

Minimum Interval Between Messages:

4 seconds

Maximum Number of Messages to Send:

Recipient for Bounce and Warning Messages:

© Message sender

Alternate: [

Use Domain Key Signing for Bounce and Delay Messages:
© Use Default (Yes) Yes Mo

There is no signing profile ing bounce from address MAILER-DAEMON@
messages will not be sign you create appropriate signing profile.

NOTSET.

PW2: KESEMENARHPERE0ERLE B

Edit Bounce Profile

Profile Name:

Bounce

FR|I ETER, ALRE-NSEMEBIEFIFERRE  (EARRBGITA "collectorhost”) BIE%FER] "
BinEs , SIAREL—SHEBMRRREEENXH (EARGIHRAN Impatient”) . SHAEHD
R > BiniEH, RARERATEMTHELIR-—NFE:

BRIGRE - EHEE W
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Edit Destination Controls

Edit Destination Controls
T T [y
i

IP Address Preference:  pefault (IPv6 Preferred) v

Limits: Concurrent *) Use Default (500}
Connections:
Maximum ofl (between 1 and 1,000)
Maximum Messag * Use Default (50)
Per Co t
Maximum oFISD (between 1 and 1,000)
Recipients: -

Use Default (No Limit)
Maximum rJfIO per |60 minutes
lumber of recipients between 0 and 1,00(

Apply limits: | Per ESA hostna
£ sSystem wide

Each Virtual Gateway

recommended if Virtual Gateways are in use
TLS Support: None ~
Derr a different certificate/lcey, start the CLI and use the
col
Bounce Verification: Perform address tagging: & pegauit (o)
No
Yes
M olicies > Bounce o
1
i

: E = can be configu . |
+ 4
l=li==. B Submlt

MRESRMBHEFIFERSBTERIRIFHIMNBRN, MEBMEENEPREBAR, AT
LS X T EERN " RE . BRI REMXNERReERTEERE (RO 25
3@ “STARTTLS")

$B 4 FHRHTEEHRERE, RTRIEXR >>.

RAER

SNERREE > Wi, WIARENEAERSPRXTR I EELE, MUHNESEREN
FEEFEEMER,

EREMEMAN B R BAHBHR

TATREEIREFMIEMN, R &M BRI AR EMXA L MTAIINB 28, XBEEA
ENARIFE (HAT) K, EREEMEFHBRTEMAFENNTTIER. RIREENA P FrRE
BEWEEE, EMBEFTEEFEERSE (BANEEENHZABTITIERO—E, R
EEPRIHEETE) .
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SW3: BERESEMAOLE B

LEiE) AR RBUR T N IR AHARBYIFIE, BE — M AIERIRITARERANBRIIEREMIFEN T
EIRFNIEAEMANB B R, EAUSIBRLEAR A P it BN BT IESAN, FEIARXES
LMZapR e (ERAXEFNENERER), ARMATHITH—PILIEMERSE
SR (ERRTERNBIIEREE) . AR, BRIINEAIZKREATT IPAIER HAT &8,

$;R3. REMRRSHRMAB R

p- 3

AR AIEER, BRSRMNEVEFHFAEREEESM / AT FRREBSG AR
B ER.

bR TIRA BB BRI 2 5h, EIRMBALFIEESARRAMERENTERRNEMER. IRE
EEOE, BRRSHRIEESRHAXSRMBN G ERSENAXBRBHR MRS
BASITRRNER. SETXLERNEEUHNIAY, BENCRENRSRMAORE, #R
RGN PE LSRR X L HB i,

Blan, BAARSS R R AR A R AT RE B S RIGHRAFRIBR IR . T RIAHE A T] RE B S HLIR AR
#, P TERENNEERMTE AR, FLERAS ATESBIMERN S B,

HIEEA R, REARSSRMAB R BN FHIESERGPRLIRIRIFEER. MRFEDEIIE
SR] (FlaA, Hfthdhia) MTA SRRSO MR ERRTR) , BN EHATERE, £H
BBNRSR[/MANBRE., WELE, HEIRENEFRIEFIUEMEER RS,

UTRAN AT RERRSRAME B2 BFHDE,
AERRERREMKp, SAELBHFREE > HAT TR T1E.

& 3-7 EN TR R RN

S
Security Se

Email Security Manager
Incoming Mail Policies
Y Incoming Content Filters
Outgoing Mail Policies
I Outgoing Content Filters I
4

Host Access Table (HAT) I

Mail Flow Policies
! Fxcentian Tahle

HRERITAENHRREE, TREIEFERRSFRMIIFHERGARNTIRE,

BRIGRE - EHEE W
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N 5B FERRSSEMACAE

ZECEERFN TERT:

38 IR ES

HAT Overview

Find Senders that Contain this Text: I

Sender Groups (Listener: [EuisRICRETER RN

Add Sender Group. .. Import HAT... I

SenderBase™ Reputabion Score 7

Order Sender Group W4 5 4 2 0 12 4 & & 0 MailFlow Policy Delete
1 WHITELIST TRUSTED
2 BLACKLIST ' BLOCKED
3 SUSPECTLIST ' THROTTLED fii
4 UNKNOWNLIST ACCEPTED 7]

ALL ACCEPTED

Edit Order.,, | Export HAT... |
Key: | Custom || Default

x THEEFESEFESTHAR, RLETMEFERBENFEMZRAREXLRH, Flm, £F
ENEMINENIREFESHEE, LEERENANNITEFFERRSZF[MANL R E,

SR 2 RJEERBERINNREAG, BERTERBEE. MRTCAEARGAE, EEARNEIFE
MR A4 37 SR B S R R I B — 4.

$EWI FHINEFEOP, RERGAIIR: BRIRPOFERNEED FRRMEGA. EHIRNEO
RN FEF, MANEIRIRSEEM P #ihE: 198.2132.180, 73R FERIDINERE, B

BREMRARS .
39 BREAMANE RS

Add Sender to WHITELIST - smtp-in 192,168.109.2:25

Sender Details

Sender: () | [195.2.132.180
(IPv4 or IFvé)

Comment: IWhiteIist Cisco alerts server

W ERIE R - §EiEE |
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T8 4: BERPEBETEM XL X-Agari-Authentication-Results {85 W

R4 [REREALR " ERPORR, Wi P it ERHATIREBI -

3-10 REANTIRES

Sender Group: WHITELIST - smtp-in 192.168.109.2:25

Success — Sender "198.2.132.180" was added.

Sender Group Settings

Name: | WHITELIST
Order: | 1
Comment: | My trusted senders have no anti-spam scanning or rate limiting
Policy: | TRUSTED
SBRS (Optional): | Not in use
DNS Lists (Optional): | None

Connecting Host DNS Verification: | None Included
<< Back to HAT Overview | Edit Settings... I

Find Senders

Find Senders that Contain this Text: |

Sender List: Display All Items in List Items per page

Add Sender...

All

Sender Comment Delete

198.2.132.180 Whitelist Cisco alerts server

<< Back to HAT Overview m

PR RERXER > UEEREEREN.

W EFRR, ZRARSSERAY IP ik 2 198.2.132.180, LkIMAHEIFE LT “outbound.cisco.com” 18R Lt it
WA DNS 2 H. —RRIERT, BB 2 2N 6EABRERY IP ik,

R4 EERREMFREMXURI
X-Agari-Authentication-Results 7%

WEBAMNERTFERREENBRIBHELTENXARENRNXHF AT EZRATNEERENER. W
REFEARRMBHLTEMXRARERNEEER, WEDERLLERD; MARE _ESORIARE,
BRLE 5 AA Fh B 3E AN X-Agari-Authentication-Results 3RSk BIIE#a /5 5%.

MRBERIELT LM X REZINEM K B B850 X-Agari-Authentication-Results 83k, FHITIUT

P&

$R1 UBERSNERBRBGREMX,
TR|?2 SNEEFRE > EANNBTIER.

BRHGR - BPi5Em
| "=
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N 574 KEERNEEREMELIRM X-Agari-Authentication-Results Rk

v

HE3

PSR4

[24

v

v

v

$HIE 5
$E6

PE®7
PES

MRICHIMRREMINE, BEMENALRD (NRIAFBEREZI—ARFEN TR R EM
KFEH) MITRRSR. BAETENRINSHITUTIR,

RERNEESS.
1&12 B 2855 4 /v Agari_auth_header,
FERRMESERNREA, Fla0: @ETAEENEBAARIN X-Agari-Authentication-Results 73k,

REIZLERIF, EEBAEENBFHERMRER. RE, MEZTIERBETRINER
FEEMMBRNME: FELIIEREN THAEILIEROTE.,

BRI BEREMEM; RAEFNTIERMALEREe. RIBEFIME, BRI
TiEER SR E WA ABIRRR E NI RIEREX (MNTATR) .

RERINBRERRESHTIERRER, & " FMERE " EOH, EFRM/ REHRXK.

ERAFEEETIESR, ATERMERMEIBGRERRBEREANRIBEGAN (XEER
AN —RE S IEHH R R F] IATHB S ) -

o IRk#&FR: X-Agari-Original-From #Zk##E: $EnvelopeFrom

o IRKEFR: X-Agari-Original-To 3Z3<%E: S$enveloperecipients
ERAREERZITESSE # Authentication-Results {53k

o IRKABFR: X-Agari-Authentication-Results A FTHRKIEE(E: $Header['Authentication-Results']

3-11 X-Authentication-Results £k

Add Action

Quarantine R
Encrypt on Delivery Add/Edlt Header Help

Strip Attachment by Content Inserts a header and value pair into the message or modifies value

. ) of an existing header before delivering.
Strip Attachment by File Info ng ! 9

URL Category Header Name: |[X-Agari-Authentication-R esults
URL Reputation New Header Name or Existing Header
Add Disclaimer Text

Bypass Outbreak Filter Scanning

@® Specify Value for New Header (optional):
|$Heade|['Authentlcallon—F‘ esults']|

Bypass DKIM Signing
Send Copy (Bcc:)
MNotify

Change Recipient to

Prepend to the Value of Existing Header:

Send to Alternate Destination Append to the Value of Existing Header:
Host I

Deliver from IP Interface
Search & Replace from the Value of Existing Header:
Strip Header

Add/Edit Header Search for: I .
Add Message Tag
Add Log Entry Replacz.a with: |

S/MIME Sign/Encrypt on Delivery

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel OK i

W ERIE R - §EiEE
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SR I0 WEMKBWMER, RER/RETHE. TRENENABTLERKEN TR

3-12 SERRIE NN AT GRS

Add Incoming Content Filter

Content Filter Settings

Name: |Ci5co_auth_header

Mo policies currently use this rule

Currently Used by Policies:

Description: | |Add the X-Agari-Authentication-Results header to all incoming email

Order; | |

Conditions

Add Condition...

Thare are no conditions, so actions will always apply.

Add Action... I

Order Action Rule Delete

insert-header{"X-Agari-Authentication-Results”, "$Header{'Authentication-

Add/Edit Header ResultsT)

1
Cancel

SR 1T [RERRRFIIER.

$R] 12 BRZTIERSHENAENMBA R XE, ESMEMRERRE > (NSRS, FHEENTRIA
BRI P 4RIENEIARTIER UG A IZTIEER. EEREd, ErRERENIZRE
BRAARBTIER. ERERIRITES TEMRZEML:

Submit

l ﬂ

3-13 S| AT e NIRRT HE

Add Palicy.. |

Positive: Quaranting
Suspected: Quarantine

Order | Policy Name Anti-Spam Anti-Virus Advanced Malware Protection | Content Filters QOutbreak Flters | Delete
7 | tomii,com IronPort Anti-Spam Sophos (use default) Cisto_auth_header (use default) ']
Cloudmark Service Pr... Mcafee

Encrypted: Deliver
Unscannablae: Dellver

BRIGRE - EHEE W
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N sRRE

TR 13 RERREXR > RELRE.

~
= AR RBIAE 7 ESA _EFBF SPR. DKIM FN{ERIE M S ISENF] (R# A ID. DMARC %) RUIF
&y, DUEERIERMNBIEIET "X-Agari-Authentication-Results” & k.

SERRE

TRl ERSBE, SERMEIIENIPEBRESETIRERRERGALRDEMERNEIR, EEXRT
SENE], TEESB/LAMTNEELER, TALESUTHERIARER: ERERSHMEH
&RPITR (MAEA hitps://appe.cisco.com) , RESMEER > FRBEELELENSRMLE
B FRIPERSIRE.

W ERIE R - §EiEE



[A\Y] |
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FARFES: FiasER

RTENMBUTES:

*  IREX Web ARV E14X PR
« G/ &HBRAF

o DTENMBHRE

REX Web [ R ET3ia] PR

BRISRM A& FiF UL B ERI TR A RN AR ARG RE.

TRHERRVLABRASE - MEEGAMKS, ATk Web XA, B8, F—1KFEE"EERA
"R, UEEFTUANBREIEELSRAF K.

EHHERRUES —TRAPKFE, BRIZWEI—H2iEMe, EPEaRTREZAF KA

ROEERE:
4-1 b8 o]

Cisco Registration Information  Inbox

Cisco Advanced Phishing Protection <no-reply@appc.cisco.com>
tome |+
Hi
1has created an Advanced Phishing Protection account for you.

To activale your account, please visit:
hitps://cisco-demo.appe-stage cisco.com/account/activate?

Should you have any questions or concerns, please contact Cisco support at: https://www.cisco.com/c/en/us/supportiweb/tsd-cisco-worldwide-contacts.himl

Account registration must be completed by 2018-07-07. The above link will no longer be valid after this date.

Thank you for using Advanced Phishing Protection.

BT RIEHR A R R E RN A P K. E R — MR ENER,
TORBFRE, ERELGAREILLIF (https://appe.cisco.com) T
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W I/ RmERAF

eI / dwER P

c RAFPfAe, £4231

RFPAE

RigmP

REBEAFRANENARERNEERE, BTEENAPREREHRITE R RE.

. gﬁﬁ?%%T%ﬁﬁﬁﬁUﬁﬁﬂ”W#K%ﬁTW%MWWﬁ?W#W¢EE#ﬁ?
B

o H'EES KK TIEPEERBEE. TEIBMRIRMNKRERE, WAERERE.

s HEEESRENHFEERS.

s HE'EESRHEAN"TIEHYERRMHA. THEHUE . "EE BB RHEAKIP.

s HEEENERSR TIETERENNEE. TREERREE.

s HE'EERAP NHYEEEHCHAFREFER AN KIE. TEERECHAFRAE.
e TEUEREMNHE " EShEEMIARE. THEtIRsgE A,

BZR P

HEZAPBRANREREZAFPNAENR, RIERTNBUREFREAE, b, FZAFERN
EERAPEZARE.

s HE"EERAP NEPEEAERAFHEZAS.

AFREER

RAPERRGMABE RIZAANEZAPNMENIR, FRIFTMNEREFXERE. Lt A
FERGEF UG EMNREARATEMAR,

« HE'EE"HAPEYPLIBRHERERS.

PHREER
FATEARRANRAERZAF. EZAPNAREEANAENR, RIEEIEUEERX
Lae, i, ARERGEFTUNABRIRE. KRBFMUHAHRITER:

CEE S HR T TEPEEAREBARNIRE.

TEE SRR TIETES. fIEARERREE.
"ERMMG  IEPLBERRE (NREATEANEE) .
TEE S REANTTIETESR. #HUE. BHBSBUEREATIP,
CEE S ERSR T TERERETTENLE.

CEE iR " TTEPER. IR gREItAE.

Bt RE R RY RH AY

W ERIE R - §EiEE |



| 48 RPES: FRERE

SRR W

N

TR N R

AR

BRSRMEEFIF A UEBTRRALRENBERE: ERRE (P, 185) URkS5XLEH4F
M & ABRBIRE.

BEATTE U T XN BB R ARG A ERXRE L. BRSRMET &P EREW
N EHBEHHIRE N ABEETS, FRENTAERAEET

o HBHFREIME - WP ERREEBFMIE AL ?
M
o WEER XREERIFRENE (B, RS5EZBREELTASMNWLSXR) ?

i

AENEAETARAPNESHBHBSTEAERITS. ERET —MERER: RIXIHHPA
WRMEEMNIZAE Z 0 ? AERT A TR IR =48: "R . "Fg". "7E". w4t
MO0 E 0¥, EF0MNAEESRK, 10&S.

AEEFASEZEEEEITS. MEEIMITIMEHBANRIE. EFIENE, HEFNAR
FIFAEETFIHERNEE.

o REEMNRHEANERMITISMREETNME = FIEE

 REEMRHEANEZUITISHEBEENSS=-FE

. iﬁ%?ﬁ#A%Eiﬁﬁﬁﬁﬁﬁ%éﬁﬁ%=Tﬁ,ﬁ%%&ﬁ%ﬁﬁﬁﬁﬁ%ﬁﬁﬁ
IERT

o REETRHANEZRMTFMIESEETSE - BEE TR R, THIAIAAMAE

Cotr > R T TEPHNENEBRAR - N RETE, XERBERNAMREE ZERRENEN
HEXRHE. ALBINFZERBAREERY. RESHEEME. BNZAXNRIRPEE
BN RENRNR. BIRRPYSERHRERR 200 M. REGEEFEEERLAINEEXRE
ZRETTIRRTHB AL

HARERNA M AMETEE.

BRIGRE - EHEE W
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B 4-2 " 1 T TE P RIRIR

Risk Overview sk Overview | |TorDa Lt
Messapes by Authenticity and Dom i e
Deenging Misages
=
eday d 2]
Tegp Sending Domains
Shwow AIBCKS
Zem-Day mposior
Spacf All Actacks
Mestage Classification
) A Search
-~ .
=
ot .
L 382 e
& R o
‘. Welume Trust Scone
Lgeh Tt

J0H meriaages .
s Trat

TAURENELZM " BRRE " MBS EERFELER, KERETF=1"EXKEHXEHN
N—PREKEHF=KE, HWIHEFATIREIRFIEER RPN A,
BRI FFREME, BRE " HERSERNAETTE " JiEes.

& 4-3 A AT RXTTIRS IER

Risk Overview sk Overvew  To-DoList

8,362 118268

Domains Mevsages
Today | Tdays | Iweeks | Month

Top Sending Domsing

Show Attacis
Tero-Cay poTIer
Spoof Al i

Meage Classification

u',,, Saacch

. b
T Sea

Yy :
e =

H R
&
e T Voluimi Tha Seee

b Tru

SER meseage .
Less Tt
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BX

RE-NMRRABHZALABRKIZRR. IFNZEEZEREERRHEA. BRITSEEERE
ERIERRETTE. HlL0:

4-4 BRHZRER

Risk Overview

8,362 118,268
Domain MEessapes

Tesp Sending Domains

m gmailoom

Shivw ALTacks
ero-Oay mposkes
.
L Spoot All Artagis
‘e ]
1]
- Mevtage Claswfication
o of ® i
L]
' a® @
&
5 \._Jj F
& > 4 Search
a “9.° @ [
3 - o 0@eg e
] *Fe @ 2® =
O'O ®
L]
a8 LI olume 1 Sea

BRREZaLTHE ).

REie i
1352 BT LA{3E FA B AN 3 DT T b A3 4R X 1R M A RE 8 1 U B BB A O B SE M TR 0 2,
Blan, FEIEFEERRAN gmail.com, FOEESE M TEATHIERE:

BRHGR - BPi5Em
| g 45 |
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= 4-5 #FRE B Gmail.com BIBRE
Risk Overview To-Do List
1 5,236
Domains Messages

- - | 2weeks | Month

gmail.com Sending Domain: gmail.com

Messages: 5,195 ling Domains

Show Attacks

Zero-Day Impostor

Spoof All Attacks

Message Classification

Sending Domain: gmail.com
Messages: 41

Search
gmail.com
Volume Trust Score
More Trust
5,000 messages - Less Trust

XR ronPort EE E—RPEMTRE gmail. comiBEgs, 195 HEEXME; FRITSEEB/NE
RELEETR, &4 HBFAEFLE#ITH-—SEE, BEAEIHNEREITIRIE.

AR ERERR L 2RI E.
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HMrENPERE W
L g S
o WEHENZEE, F4TI
o IHRIR, 548 T3
o THIRYIE, FE48T3
o BEERELW, F49IM
o ZRERMKF, (KFIEE), F49I
o RFIESELE, F£ 410
o CEEMME, F 410D
o IHFMER, F 413
o fRidiE, FE 4151
WiEnIEEk
4-6 BEDENNHEE
U A
d —
- Suspie
- Fipg)
¥R 5B
i
i
NS (REBEHEFEEIESME) HEMEIEAN LB GE L EN— PR ZIREE
th, WEREBERT " B IFAEE " HEH,
A
o

;EO

R EENRED XL AFTATRRENEKE, EMRZ " #HFEEER " HEPHERE

AT B KESE T2 ERRBARA,

BRIGRE - EHEE W



B4E APES: FAREA |

B SirfEABERR

SRR

HRIwE — b, ERMERGEENTSSHEMAE, BERRSEMNEENHIFKMEFIEX

Bz EERER.

4-7 BB

Q Damain Spoaf
Message sent from a senver not known bo send mail for
amazen,com

FE{BIAE

EURERE RIER MICEEERGENERAENANAE (NN — T AEREREE

IRFEEE) BOIE S,
4-8 LE LN B

Message Details

g %

Message Trust Score: 1.5 (Suspicious)

O MY

Mastercard.com & Mastercard B ##&

Date: 7-Jun-2018 9:00:59 PDT @

From: Kallia Geria <Kallia.Geria@masterdcard.com>

To: Trena.Elory@ciscofunding.com =
Subject: Your Amazon.com order has shipped

Message ID: <facade06a004063e987349echT569d38@BY2PR12MB0054. masterdcard.com= @

Message Trust Score Reasons

Authenticity Score:

MAIL FROM:

0.1 Sending Domain:
Very low Authenticity Score Domain Reputation:

MAIL FROM does not match Header From: domain

masterdcard.com

1.5

© Likely Impostor Domain

@ Frequent, High Volume Sender

@ No Consistent Sending History

© Low Average Reputation of Sending IPs

W ERIE R - §EiEE
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EREERABM

BRAMERZEE " RGN FRNETRETHBDMWASEEN N2 MERS - ABBER.
BRAVEIREE S BORRRZ BRI FE R G RE —RER,

49 BExBREMRE

Message Details

i~
Date: 28-May-2018 12:56:25 PDT @ = % & ’Q
. i Message Trust Score: 0.5 (Untrusted)
From: Apple Support <apple_online_support@gmail.com>
) O ETAMER
To: cadenza.erhardt@ciscofunds.com / Apple_online_support@gmail.com FIi%EtH7E Apple
Subject: Issue with your Account
Matched policies:  Everyth
Message 1D: <caBb2017011108234739EB81DFTOB55@gmail.com> Ea atched policies verything

Message Trust Score Reasons

Authenticity Score: 1.0 Sending Domain:  gmail.com
@ Very high Authenticity Score Domain Reputation: 8.8
@ Frequent, High Velume Sender
MAILFROM:  gmail.com @ No Consistent Sending History

SRR, (KPEE)
SREKFEETEIEMA /AR, EEFERREEEEFATEERAEMNK,. & lronPort &
Mk PEEBRRE, HRONSBGEYVIE R B ZBEEKF BB,
& 4-10 SRR

Message Details

-]

Date: 15-May-20189:01:19 POT @ g % & 4
. . . Message Trust Score: 0.5 (Untrusted)
From: Laurie Prada <sjfdadmin@comcast.net>
. O ETAMER
To: mlchael_copes@ccmcast.ccm sjfdadmin@comeast.net is not expected to send for prada
é = I
Subject: RE: Mike @ Comcast Business © Rk
sifdadmin@comcast.net REELIZETA

Message ID: <006201d3b0b25aa4bB6alsfec283e05@comeast.net> Eh

Message Trust Score Reasons

Authenticity Score: 1.0 Sending Domain:  comcast.net
@ Very high Authenticity Score Domain Reputation: 8.8
@ Frequent, High Volume Sender
MAIL FROM:  comcast.net © No Consistent Sending History

BRIGRE - EHEE W
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Al g

BRTRIXREBEFAD XK, %ﬂ?—?&lﬂ*ﬁ’f"]@BJ?TF'J‘&SG‘EE§1EE_H*J’5’12‘ZE’]EM¢E$§UEI§"&° AiF
ZERFE S N ERBIFM AR LZIERBVEE M (BRORESFA R BERIF) XA, XEHRHF
REPRIZZEEERR (RiRRAFADSEAM) .

4-11 S EE R G

Message Details

-
Date: 11-May-2018 9:55:29 PDT @ 2 % ¢
) _ Message Trust Score: 0.6 (Untrusted)
From: <steve@ciscoventurecapital.com>
_ _ _ O ErfREN
To: joseph.cumberton@ciscofunding.com | Ciscoventurecapitalcom REBHEER
Subject: Aquick question
Message ID: <facade0fal04063e987349echT5659d38@BY2PRL2MBO054. ciscoventurecapital.co f@
Message Trust Score Reasons
Authenticity Score: 0.7 Sending Domain:  ciscoventurecapital.com
Domain Reputation: 0.6
MAIL FROM: @ Frequent, High Volume Sender
MAIL FROM does not match Header From: domain © No Consistent Sending History

TR
MREAT WA, BRBEREOEIFSENETEET ERBAL.

412 EEM RO
Date: 30-Mar-2018 1:53:4TPOTO
Message Trust Score: 1 (Untrusted)
From: .co.uk=
@ Low Trust Domain
To: .co.uk is not a trusted domain
Subject: Invoice -03-29-2018 © Malicious Attachment
Messape contained malicious attachment(s)
Scan0001.xx
e <201 80330085303 ACESC24CEBEX2EFB@cheshireribbon.co.uk> 7
Attachment(s): Scan0001.xz

W ERIE R - §EiEE |
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(NG TES

SRR W

TH=MIHEEBRSREMEHEHF Web A PIIGRIEAIA. £5EMMRAP, EI1SH
AEMIHHNEERELD, BAINFAXLEDERITHE-DEE, AINREREIXRHE
. EAIUERBSRMBHIEFIF Web MAPIE MIBRXLEAERILBIYG, XLEAER
1R CONRARR . EE  IERIER (REREETIER) 0 RERWY T TTE. UTEENKRE
A RBERE IR,

Bx
BRWEEERUNEHN - LEREREN (EERETAMPEANNERE) K, BERR
THABEREEAFEEEA T IR ERREMAS ISR IEANERRE, BFEBRSRME
&I Web Ul BY " 734 "> 180 " DI AP X &3 gt {TARiC.

FR O

IR & B A FERE L P RERE. B ERANEREETTSHNAMGASE, ERETAEN
R ZERE " RE " ENTEARGEANFIESEN. BT REXNMHERFRRE SR ERIFA
58, BESH " BXUFD " 850,

20

wMLED, TARGRMAGEHSKREENTE. THREZEMEEIFARRGENA
LR REBRAANREBMFRIER (BERAELE) . XEHEE TR RERENEKGEAEEE,
#Eﬁ??ﬁﬁﬁﬂﬁﬂ&ﬁ%ﬁiﬁioﬁﬁﬁﬂ,Mﬁﬁ¢ﬁﬁ%&&%—%ﬁﬂ%#m"
A SSHISR BB AF

ERfFFE R

BACEZRWT LA AENERGAN, REER-—MIEEBAERZAH AKX
T KEZKEANGER T TERBAERP. EOILHTER, UEH-PRHETIR. <&
P EEMFFAER. FioE, BRSRNBHNEFHPRERIRFRIEX.
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413

Message Details

Date:
Fram:
Toe
Subject:

Message ID:

" BREFEAER " B

29-Apr-201T 20:00:44 EDT G

Message Trust Score: 1.3 (Suspacious)
Amazon Web Services <noreply-aws@amazon.com:

] @ Inauthentic mail from highly trusted domain

Confirm your AWS Account Matched policies:  Untrusted
Poor Source Reputation

«POLT01L1081 SAEFSERA] DFT RS Etnery 15 adl -senices. com>

Message Trust Score Reasors

Auvthenticity Score: 01

Sending Domain:  amazon com

Wery low Authenticity Score Dramaain Reputation TS

MAIL FROM:  iserv 1S.adl-services.com
MAIL FROM does not match Header From: domain

DHIM “d=" tag: Mot available

Sending IP hddress:

& Consistent Sending History
155154 721 17 — (iserv15.ad|-services com)
SBRS:  -5.9

Verylow 5885

TERE

Authentication results: MNon-aligned SPF Pass

"HRMF AR ER " TTH R RERFRIIRKAATEMER, ERENEMA R XTI RIRRE. EFFEAEE
BHEA LA, BAMSAEHEZER () REIZE R4 SR ACRIRER. A X RIRA
HRER, B2H " BRI EIEE NG ",

N, T REAE M RIETT P IR EEEEETHA.

" ROERTTIE SRR A B D T RIRE: IS % KR (] [ B AVA LR P R E —RERE ? WS IP i
iR ? ER KRB A EF =2 ARG ?

" RIXRTTIP s SRR FTAEIE AT R B 1P hb AR e TR L B A5 [m B AV A LR AR A BB ? 1%
P REBEER ? EALMEER TS IE R EMBHF ?

"HER NEATERERENR ARG, REAMNEREILEHTENRE.

@ P A i TTEIAE R, EFRANTIEER, IRBIPER A RE R EREB A
AVEN, BRAEFEN—EABEMNSHERFENARE (BSETX "frciE ") . 5k
W, MAESNNEKAPSEE " BRET " ER, RTIREFRBEFIME.

o BEM/ HEFHFEM.

s EEWR.

o (EAERHFFME B D1E AV HHE G R,
o RIEXHE R AU R 5.

o  AEEXEATERRG I EEEET B,

W ERIE R - §EiEE



| 48 RPES: FRERE

SRR W

IP F0igg

N B, EWAIUEFRETT IPAURAIFIER (" 94 > 8 0 2 > IP i ),
PNTITERIAEIEEEL, MESERAERFNRENKBER N IEETR, HE[EFIRPR P i
ursgise, MAIMERNZIMAR AR " TiE. X IP i, " FAER T TEEREXIZIP
BER, BEMZ P& AR MARIRNIIR, UREMULXRIERFREE, B, &
T > i TUE PR G AUERE BN ZIER  HAER T TIE, SREMZEREERERRN
IP i RYFIER, BARRIERIEBHF,

REIER PUAHIRLRRE S PR RRNT REERA AT EARRIH
3( ; o
HFAER

ARRBRMBHEFHIFNEENZIRINESD, B5 PR RE—DXBAMERD, "%
FAEE " TTHELERR TAXRHFARENITFSER.

414 * RS I
in thee last
_ o
Details -channelnomics.com 21 messages (<1 : & tion: | 7.5
L] (]
— e
II';.;-;\. m
o
L] 52 o
¥ ]
28 messages /X 3 messages 0 message
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B4E APES: FAREA |

B SirfEABERR

! WA, ESEBEBRBIZIRRIN GRS BFT SBE 2 ELF T ImE IR,
2 WEE (& lronPort i¥45y) 5IFA LA, MRENABTEDTIER, EALE

o iERIR C EERER R, BEERITESM00F] 100, 0.0 R RREMESE,
10.0 RINEERE.

3 ETEEXREREFIENMERER. wESENT: " EETEMNEIE
S N =1 - -SR] |- =R

o EHEXTENMHERETHEATKGHIUT SHIIEFRERIS: SPF. DMARC
8 DKIM,

o  ATEMIHMEZ ENIWIERMHBIANANTE I A 4 AETAIHR 4,

. ﬂfﬁi%%#%*ﬁﬁ%ﬁ%ﬁ@ﬁuﬁ“ﬂ%ﬁi"%ﬁﬁ%ﬁﬁ
0]

REERMEIBIEF TR EREZEEGN " EBIHHEIE". " AOFE"

N AREESL " &£z, EIE, BRNESEEEEIEA LA ESEEERE

geizdl (7XK/Z2B/B0XK) .

REFEERNE-NFEAERHFENBR. EBMRMER, HEFE &P
ik @ IRBYER A RATEE R " B

4 RIBIER, HAESZRIEAI DMARC #1 SPFiER, 1ZXig TR B REINHEE
RRRAERER. flin, KESEERZEER " —BHRERSE .
5 "R P i BIORAUBBHF " SRR AEGETE B B ERA 9 1R R A BB AR Ptk

o RdE P HIbRE YRR AR AERETEENAE P, MEEHZENIP
AEREBHBFREE,

o REFEERETIE S PR F A ERBG TEPERZKR
A (P EkiE) BIERAFSIR.
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Fricis

IPiEHE R

SRR W

M T TTE SR CEFEARER T TIE S, SR UEANRY R AEIEERIC. ANE
i, EAREREN—ENEEMSERFENARIC. fRICER EBBIZ{T el RS,
"AER M BERE T ARCA TS ED. BitBE ARCEITINASER, BRAUATXR
B%, FEBITEMRET " 2 > 8 " TEINRRER.

& 4-15 e Ll |

Domains
Domains that have sent mail to you
Today | 7days | 2weeks | Menth

Filter Options:

Filter By Tags Reputation Range: Zero-Day Impostor Search:
0.0 10.0

Displaying 1 - 25 of 8,428 Receiver Domains

Legitimate Senders Unauthorized Senders
Domain Reputation SPF Record DMARC Record Tags
Volume v Auth % Volume Auth %
t 23,632 92219 24 0.00% 85 yes yes internal
B 16,568 98.76% 5 0.00% 85 yes yes internal
E 5,262 85.52% a1 0.00% 8.1 yes yes webmail
i 4,424 98.60% [ 0.00% 85 yes no partner
i 3,755 100.00% [ 0.00% 85 no yes internal
t 3,614 34.95% 4 0.00% 85 yes yes internal
c 2,992 83.86% T 0.00% 85 yes no internal
1 2,437 100.00% 0 0.00% 81 yes yes social
E 2,301 99.78% [ 0.00% a1 yes yes webmail
1,053 99.91% o 0.00% 8.1 error yes consumer
807 96.90% [ 0.00% 85 yes no partner
r 802 100.00% [ 0.00% 79 yes yes consumer
t 801 100.00% 0 0.00% 8 yes yes social
r 562 97.86% 4 0.00% 8.1 yes yes Tag This Domain

BEATE P IS S FIAB S #IAZ IP it B :
o TEHKRETEARE (RARDBIEREHRA)
HERIP st (AR SBURIXEBA)

o EBHFEEAMbUE (9 KEHKREMRA)
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B SirfEABERR

BB

4-16 “IP SR " TTE

Details - 98.138.207.13 1 mesages tovwsfism

e SRPLOG.BiEmaILAEL yahoo.com

£ PEHEAGE " TIEF, BAUER PENA. BHARKREREEN—RFERNKEIRIRBEZ IP
BOBR ¢ S BFN BRI45 489 SBRS  (SenderBase {S24F4)) .

ZOIEEESAE P HhtRY WHOIS {5 B R9EEHE,

R EAE ST E LM EFSE—#, B EXRNEEEHREREL., AASEMAEE
B AT

E$7.|_T1§IJ I:P ’ Egjj_ [P i‘miﬂ: 98.138.207.13 (EEE*}-L%% “smtpl06.biz.mail.nel.yahoo.com” )
B4 42 FHIPEFRER|ALR: 42 FHEBHERRIY “dataservicesww. con”, —EHIHAT

“echelonconsulting.net”,

R FAER T TTEFSBS PRBF AR " BRI TTERERZREA (1P 3E)
BB 51 R

C#R  TEURERANAXNERE IR, TRIEFESME, M 24 "> B " TmMRH
EZRFUNEIRBENE T RREUE,

W ERIE R - §EiEE
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417 " Wi " TR

Untrusted Suspicious Trusted

50 8,994 110,630

Trusted messages
92% of total

Untrusted messages
= 1% of total

Show All Messages | Filter By Common Attributes Both My Domains (32%) | Other Domains (68%)

Hide Zero-Day

WD A=A CAEE . T FEE N EE . B MREN AN A EERIZE,
BEHR-LRNTR, BRE " REAEEIIE"

& 418 BERRELE

Today | 7days | 2weeks | Month

Untrusted Suspicious Trusted
Untrusted messages Suspicious messages Trusted messages
< 1% of total 8% of tatal 92% of total
Show All Messages | Filter By Common Attributes Both | My Domains (32%) | Other Domains (68%)

Hide Zero-Day

Commmon Attributes
Demaing and Message Zero.Day | Impostor Domains  Campaigns 1P addresses From To Subject Date
Domain Reputation Trust Score Domaing and SBRS

Domains and Domain Reputation Score
Domains identified in this category and their domain reputation.

RN ERIEX R AEHMEEE . S aRE SR TR LR R:

o BHTFIEEITS - RAEETNRKE, XERTEHAERMASHE?

o THE - EXLEATEEMMR, MLEENT R KX ?

o BRI - ETATRNAEE SR, HLRMNE T RIEMN ?

o Pl /SBRS - AN FSRIFT AR, XLLHRAFROMBLE & X7 IP HudibHE % SE AT 2 XL 1P
HEETIrEZ ) ?

o WEED - IEATEBEPELZVRE—NERGEAFEEIEER ?

o REAN/MEAN/ERE/BH - WEKR, NEKEKEEEAZE ? FHFKR, XEEXIKEA
R ?EEREETRERBREKE ?
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B SirfEABERR

R

"R " TEATEENSIEENGR . SrEI KR ET R EERFAE R P itlkiF
S B TTE HAIER B E IR oA > BB " DUE.

REERERTE PR " BbFR IR " $HEFTREH X RETTHITLE.

YUIMATHERYERD (3" 2 > 84 " TTED) B4, REEETR " iHFMEER "
DlmH:

4-19 “ HREEEAS S T EE

Message Details E
Date: 20-Apr-201T 20:01:44 EDT@ B 0O
Message Trust Score: 1.3 (Suspacious)
Fram: Amazon Web Services <noreply-aws@amazon.com:
To: . (@agari.com @ Inauthentic mail frem highly trusted domain
Subject: Confirm your AWS Account Matched policies:  Untrusted
Paor Source Reputation
Message ID: 20101 L1081 SAESSEBALOFTOBS @ierv15.adl- services.come

Message Trust Score Reasors

Auvthenticity Score: 01 Sending Domain:  amaron.com
Wery low Authenticity Score Dairuhin Reputation TS
& Consistent Sending History
MAIL FROM:  IserviS.adl-services.com
MAIL FROM does not match Header From: domain Sending P Address: 155184 321 17 = (iserv1S adl-services.com)
SBRS: -5.9
DHIM "d="tag: Mot available Very low S8R5

Authentication results Non-aligned SPF Pass

DKIM result net reparted
DMART check wnasvailabie

CHRFIFAER  THEREXRMBANER, SERINTS (URRFZITINERE) . @B
CECRREE (W0F), Uk (WREBABFIHNIT) BEENZERAEFIHITERIE,

CAER  iFFEAER " TIEA LAER:

o HEANFFOPMEBRFFAEEMAE (B URL EEEREILAR) .
o  BIMMHREMFERERINERELEE

o CIESLEEBAFRIRAERARER

o RHBXRMBHETIRIRIE

W ERIE R - §EiEE |
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SrEABERRE W
B T REH
i')'d?f} ?imﬁ—%ﬁjﬁﬁ#)\mmm, BTRECRBCRER (EE > %) HEERT
SFRIBE.

RR: EEMEEAGESE TEREEMEN, BRUERHTEEMEIERE, ERMEERS
R, RETEIRRREEEE T UMITIEERRE,

A AR PR SRR 7E P REAR (R 2 AR R 5B A, EEFILURHRF BB ERIERFE / XX (JRE
BRI .

BXRUEBRBHFARGR, BSREIRBEELNGAE, 5 517
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FAFPES: K

FENBUTES:
S Tos {15 LN
. EEEE

B RIEEEENGRM

2 RIS 1 E LRV B LR ER R KT E R AFRUBBAFI NIZ S A7, Bla, EAIURE —F5RHS,
ERRERERXITBNAEHAFENRAANERR. HE, EATLEIE— KRR O] ZEm
HBIREXHERXR (NERATEHIITER) . 22, BEABRREEEANBEREFNELRHY
(BiEtEE) FhRRL.

AT BESRENAVIRME B IC R NG B EUESE Web Ul IHTIEREIRSG  (BIARIE) . RFEEM
(BIRBWAHEAN / EENEERRAF) . BB EBERRF XX (NERTREBIMIT
BF), BEExX2MEEEBG (RERTRERHMITER) .

" SRES  DIESIH T AR, EixEF, EEUEIRKE, 1TRAGEN, HAEERBNE
HEEEE. EXENEBNFERER, B3R " RAKBERRAM? 7.

el fe

g%%%#ﬁﬁ%:%i%%%@%%ﬁ%#%%#,%E&EEWEEE%%#WW#MHW
21F.

HEIERBZA], ENIZTRILNEZESEN:
o ARG NEHBHTAEREKRE, B -HBHFIES S FRIBTE.
o NRMBHEZELMERBLE, HELHERENLTRIFFNT:
a. UWeHFsE
b. HHFR
c. BEIRIAX MR
d. HBARKBHPITIREFMRENINFBZIEMXER (FZHREERRSHNENE
BriF, % 6-1101) .
. %E%ﬂ@&ﬁﬁﬂﬁﬁﬂﬁﬁﬁﬁ%%%;5%%@%%%%%#%E§E$#EE
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N ETREEEEASG

F

BMAFOHLURTEERHE L E R AR, BAZE: gL o WA HESRAHA: B3 BFE
AR / R ETTI

IR R A A S E B ICECRYIEATIC. EARICHE " o047 >" 18 " TTER 28, WARE®E " o
ENBRRE " BN AT,

Hith R4 AIESRNIEE (BRTX) #EA.

FESRBR h E Rt 4R

TR REREREE —HEN LRI tIt. fla, TRRFEECIE—RER, BHAXS
—ESEPEM— AR, EANEIE—MESRMTIRNUE, REERNREPSIAZ
wohtiH, MEARBES DEREFDABABRT.

—%ﬁfﬁﬂb@lﬁﬁ—ﬁ\ﬁ%ﬁ\%iﬁéﬁo A DUESRERREY " RN L WA A B8 R E
Fﬁi i ,Ho

fReTbOEE " EIE > ik " TIE G E R Mt

ERHA: FEBH

YEFEWNMUBPAANERER, BERKEEN " RGN FROERMUAE, ZFG
2 " RHEAN"ERHNERATR  (BD Friendly-From”) EHKMUERGARIRR. SNREER " K
A" BAREARRA, WZRGSTAUE PR NAMEIRIEERS " REA "B
Sk BB ik DU A,

AR " RHEA " N SR ITES, ZFRAESE SRR,

flan, FRIFFEAHIEE S BT it

“John Doe” <jdoe@example.com>

o  MNRKE—F KM AR "John Doe"<jdoe@not-example.com> BIERHF, MEZFKMA4SKEEILA S

;;riengy—From"EF'E"] John Doe IEZEHE, FHRITHIZRIEE XHIRE (RHZR. 8%
1IT%¥) .

o  WRWEHE—F &H AR "John Doe"<jdoe@example.com> BN AT SEMB M, MNZFXHFSBEEE A
Jot;n?,;)e HWERE, EANBMEMEERNMEIRERN, MEEHAELAE. RESH
?j_- % o

o WRATFTE “Friendly-From” Z4», MFEfEHUEIARMMER S, FHLELEX " REAN " ERH#TICEAH,
H3k <jdoe@example3.com> AEHRHE BB {4 31k R A ER 53 33 1T L AL,

FEwsA: RS

AR SER " WHA " FREMIHAREN X BT RENE, RPRERAMEBD. £
WA " FEP A TILECRRIBEE A 5 " £/ " FRF SRR A rIEE T, FH it
FE—EER, fla, BRRBREFTUR: WHEAR " WS " titEmR, "FE 88K
=, FEEBHREETFS S 0-49 57,

EFE R

BANEAREMNAPNET. GG, ENPERMIIAE. ERPEZ NP4t EE
AT, AUZERBAENRAF.

k4R DT {3 AR S8 FE VA B (A S b B “Friendly-From” BRI N B EFIMRFER. (FELH

i, “John Doe" 2 “Friendly-From” &B4Y; 7E Office 365. Gmail 3% i0S _ BB {E N7 FA % — LE dp 44
PRI (MUA) £, FIRREER " WHEA " IR EB 2. )

W ERIE R - §EiEE
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BRI

B REEEEAGE B

W4 BISME 5

BIANFIR PRI R A TISEAA R AR EAIES " BBt s A BBk IR IR IR

Flan, ERISE ML <yourco_announce@example.com> AR A B SEN LR E XS AR, BT

BURRZt IR AN R B S E ik AR B SN R . BIE, HISMEIRE

<yourco_announce@example.com> FIESLERHFAY, REASIRIBLCMUA LA ZR. FISMIRP AU

WKEASINEAE TR, BRIEMEHATE, MEAREY " &K&A "1 " BE " &M45| At AR

TEEEX L,

o IREILUARIN messenger@webex.com 3% reply@chatter.salesforce.com Zititik, LAEHbi¢AFAgR P
WEEE AR (140 “John Doe <messenger@webex.com>" 8 “John Doe
<reply@chatter.salesforce.com>") , tHRMZ G H#ITILAD,

o IRETILUHRINTIEE S LRl A “Friendly-From” B9 Ak, 5140 “johndoe@gmail.com”,
¥4
O LU BTN RENESRETHIG%E RIS (HEEITE) .

7
BRAHIHERMITA LR (FSH, SEE SBRS M) MURIETE P M0,

FWAFTZA I FAMEERRE. ECATOREERNRE, TUSIREEIFR/NIF
HRICEC—BIFE BARGaRe (B0, " RHEADY UserA, U AJ UserB, &ETT IPEENT
T67%-6620E") . BHANERZREREFERZNFSE, IMEHTESTEFES
(XJLF288) ENMPHE (B0, " FAIEREIESAT 2.2 2 10.0 Z[s]AOEAIEBHF *) o BCESRASHES
B, AEEFHIZRIRE.

187 ik 5t SRS L Ao i R S RN 4B 1Y & FriR R TR R,

EA

EAEEEENPWARMRBAAN (BEF).

BARBU M AE B SZFGTERNBANAEREARX2RIER. (BIE, XARES
é‘SZiE)IEIEHMLF, BlanfE BB S R M B &P L BRI F 2 H A F AR KX B HYE
E) o

BAEESIRE A SRR A —H BB, X555 RIKILEAIMR A EE T I RE XAV
B, WEX—HHEEEA.

TAETEE > REIE P " ARBKAALRERBXE " #EREEXE/ENAFKE
AR,

LB AR AT A RS A

J|HIBIT

AR EAER 0365 5% G Suite fE N BB EAEFH E B AEBIMIT, &0 LUEEIE I AEATHR AR B
WHFEHBNIEEX X, BE ] LOEE YA —H R & ARG A R ERE, WMmelE
H&Z 8 " RKEE, 5TR, BHRTRETUSBRARBKEANESHER, EFREABFPESX
IronPort AR & SR B& 2% {4 UL Ac I #% mh ik 44 A &R BT AU EI B A0,

BRIGRE - EHEE W



B5E RAPES: W |

N ETREEEEASG

o MRMHSZFLMERBLE, HXERENMLERIFFNT:

a. Ui

b. MIBR

c. BRIZKIAXHE

d. REBAMBFNTZEFMEENINFZIEMHRE (FEH  EEERRSENEHNE

Bitp " (B153) ).

REGEERINI]

FF #6 BN FA BT SRR

B—Tiah 6 FROAERR, ATRERRE-ERBREEMEI SR FTHRNEE LFH,
RERWBERSAA TR, MELHEENXLERIGREBAN / LBHNITHRE. B
WEEBERARKKENESEE, FICREBLEIF BEEREHEFENMBHMITERE.

BT R BRIA S
e &4 EA
BERASEE KEA5 " EFELEESE " | HRBKXEL/EXEHERITE. EHEMSBENH
Fo WIHERNETENOE (R SANSEORE, B8, HERRELE
% EESEE A, AR R (R BIA
it 4E f IR G RY
SEERxE EHEANE"SE " HiltdE R BEC KT/ ERELPEMSENKRE. 5T
i B R A HEEE B, WEEBBOH SE A, i
EFE(ER BRIAMELELR H B B2,
|R3E DMARC  [i&#RicH “ NEB WREER T AN E ISR T, R
BESMIES <04 B&4E {75 DMARC 3B 5R08, TELUNFAEIRIFIT
X ' SMIIEN TR, BRI{EEZER IR
IR E S,
BIE(NH#IE ARE A BEINEE B S EIN RIS IR T
A HSIETS <04
EHERTE B/ mhE ?ﬁ?fﬁi%f1§ﬁﬁ?‘é1ﬁl%ﬁﬁ’\]'§'3§%ﬁ, 5140 cisco.com 2§
+ mF paypal.com, LEAMNASIHIRE RMENKE, BIE
HR 4 PI{EE T4 < 5.0 5 o A FR e E e T
WATIEEE WETEETS <25 | BRI RRMERS X — R R
gfﬁ“ﬁ SBRS ¥4} < 2.0 HBF

A DUARIE SRV IO B AR B IR A A IE SR AE X L RO SRS P RO SR M. AR AR IAEEA R
REPEIANERBIFE R,

W ERIE R - §EiEE |
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B REEEEAGE B

B RS RR

ZEAKE, ARERIINE (EE>KK) hooRIRAMEEI&RERIBIIE. ELLERIIRT
2B, EHERRBTETTEEIRATERZREERER,

5-1 B AR

Policy Name:  General Imposters

AERICHEANHESN " 77 " ROREFEER AR,

(el FEHN ST R w1

ENFF it KIIE, 7TARER: RAFZERAZTER.

SR AEE>RKBIEY, [EIERR. ARBGaR, RABREREA FRPBNGHD AR
ik, WA FEREPBANEECSRUAFERYZ STHR b,

5 5-2 ellfe o

Create Policy

Based on conditions in emails coming inte your ocrganization, trigger an event.

Policy Name: MyTest

Content
All conditions must apply (logical AND)

From: me@example.com

Reply-To:

Reply-To: address does not match From: address

To: me@company.com

To: address is equal to the From: address

Subject:

The From, Reply-To, To, and Subject fields are case-insensitive, partial matching
Sending Domain:
MAIL FROM does not match sending domain

Domain's Tags: Filter By Tags

Messages whose domains match any of the selected tags

BRHGR - BPi5Em
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N ETREEEEASG

LER, ERIRBEESTM. BEE, RINFREEHEME. A LERBRIIANRERBEHCRE

REEAER,

$R?2 REtE

FE]3  MERD AP BRI B ik & X — R

SR ABE>RKRIEY, [RERRETEDF, BEH RIS N &SRB 4
NES=R
& 53 FREEFRRIEEE R

Timestamp Policy Name  System Notification Event

Event with 1 message

13-Feb-201710:45:27 PST@ MyTest No Recipients notified

MEXET. LEERNEIERAT RS NERFIRES.

RFEFHLERENBHZ IR RBWERARI Y. ELHEME, BUUFNESATHIESE
Zeik, PLECERASKPUACHRERUIEK P tthtit, MEFTLAGIZMALAE, ATFIR—ARG AN,
TR E VT MATTEE.

BT R, CEEREEEXTEABAERITIRE.

EERME

BRI E R RER R CIZ RS RICECHR ¢, IMARIMRISTE LI PLECTN ZRENARIET . FRT A
INWBEICRIN, EEFIBUSERIMRLURIE: BAMNBHFHIT (NERATEFRITER) . &
AU X ARG ASTE A E &R BRICREFR ME/RURIE, FIRENENE, RET
=R ERAREFIHITERE. B, SERETHREN, KRYMNZIAZHATICEK, RRNH
BANEERR, BENEMFREAN, KEABERFIHIT

SBHIMITER: BEEBRARFITIINHREUBRETSARZ (I TRZHNRBATESIN
R1K) .

BRI R N ?

SIE—LRIRR, TAREFENERG—E TH. XLRIRERMITED ? TENETES
DIREHNERTE LABE ?FF0M, BANE=TMEBERELREXER. KBRATEIERE
THSRBITENES, 882 "> ikE " THE— RN ENRELERNSGEHE, WMNEE
P " BB DIE P R R EC RIS,

W ERIE R - §EiEE |
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F4EE

RIS

B REEEEAGE B

REEHE > RENESRRBARENF, EEMERKLEMNAZENEFHNES.

ﬁ%EIEQ“—E'JET?;ZEE’Jﬁ/l\%B%EEEIﬁO X BRI ETRRIRLEIYIR ()RR —3
wRF) o ERERASH, EAURLRBRMEFLRAKE, HAIMRE " E4 " JPTE
Elﬁﬂﬂﬁﬁﬁlﬂﬁﬂ’lEEB#E’JEMLH#H{*é' R FTBOTIERES B S U B R E R LA HB A, WA
PLERZ B ELME P B RRFEA.

%?E%E%EEIEEW (—BRBEREANSENRRTERNFAEMHG) , 8T " EE > KRG "
EFARER RS,

CEE RS TEE T —REERNREREAREE: SMRRESOREN.
RERE BRI ERBRER P ERRBFENERE.
REHPAFE (SKFEHEE) IERZRBEFARBRE.

RERIRE B R Y RACEINE, EAMNERE RN 8] BRI 84, LAE R URRIZR
E%E’\]IET_;gz%;m&&ﬂﬂiﬁ%%ﬂ%ﬁ#%ﬁ%% ? B ? RIERERRE PRIER AT R R R R
ERDEBUM.

BXABHMITHRE
M RIRSREE S RFUEE " FRFIHITRE " TEBMAESRGIMITRFNRIEHEB N
AT E.

5-4 REH TR IERERE
Reports
Review the summaries of policy events over time

Total Messages Moved

0

e ol D
S SN P
\O\ \%\_ 0\ \ e \ \ 0\ ,“<< <

>

Show policies:| | with Enforce action
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U3

RERE
REBERIERTERE G Suite 3 Office 365 FiR/E ABH MITRERSRNBNEHIFER .

ERRFBRE, ERTOERME X — B RIS RE. XEEFIEMNA U FEE B %
EXHR (BAESNXHRARTOEPBEhmer) , MFRERES0R bf - [ A P U 38,
BRSRMET &P EBEM T EERFNWRAEENEBHMITERE, AEREH”TX—1
EREMN TR, G0, MRFLEHESHINRIMERE (FIMNSIREBGIIREZEIE) , &7
DU PR BB S R 48 59 B3P o BO1R TR SR AR DO RE R X LL B 475 Hh R P B IR 1 46

= RERBNYEEHALRERAREIMTRIA,

RERBMNERERTEEBR.
ARRERTTAEASD, MRENAREEABHNT, FER " ILEMEFIHIT " &,

T8 2000 HEBHRIER, ZIRARBEER; B—XIAEERRFTREEX 2000 £ E D RIHBH
SR I TIRAE,

B, EERENTOPRRIERSHERE:

55 EPEREIHAT ... REFA
Domain Reputation Range: Domain Tags: | Filter By Tags
0.0 5.0
Sending Domain: |redwoodoompliance.oom Domain Type: Zero-Day Impostor

Reset
Displaying 1 - 16 of 16 Messages
Trust Score * Date From
3 27-5ep-201T Amber Leon <amber@redwoodcompliance.com= VAR
3 27-5ep-2017 Amber Leon =amber@redwoodcompliance.com= dspe
3 27-S5ep-2017T Amber Leon <amben@redwoodocompliance.com=> san
k] 27-Sep-20017T Amber Leon <amben@redwoodcompliance.coms> sken

W ERIE R - §EiEE |
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mmxr W
v . 4=
56 IZENBHIRIT ... IREARTA
Domain Reputation Range: Domain Tags: | Filter By Tags
0.0 5.0
Sending Domain: |redwoodcompliance.com Domain Type: Zero-Day Impostor
Resat
Enforce Now ...
Maximum Z,000 messages
Displaying 1 - 25 of 3,905 Messages
Trust Score * Date From
3 27-5ep-200T Amber Lean <amben@redwoosdcompliance.com:= vap[
3 27-Sep-200T Amber Lean <amber@redwondoompliance.com:= dspe
3 27-Sep-200T Amber Leon =amben@redwonsdoompliance.com= San
3 27-Sep-200T Amber Leon =amben@redwonsdoompliance.com= sken

B R\H T, BRNERFMEE, LERRZERDT 2000 HER4

AR E S FARMB B RF P UG NERGTE, PN " WHEA". "EEA"
" ER T FEREFGRRIMEARIHEF D,

EUTROIAD, BREGENINGEEE —2AFN—Amb4:

BRHGR - BPi5Em
| "=
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INERERTE

Search Messages

Search and filter mail that has been sent to you.

From: |datadog alerting Trust Score Range:

To: |plorence
Authenticity Score Range:

Subject: [Subject Matched Policy:

Received between: [2017-09-27 | and [2017-09.27 Message ID: [MessogelD: |
Domain Reputation Range Domain Tags: | Filter By Tags SBRS Range:
0.0 10.0 -10.0 10.0

Sending Domain: [Sending Domain: DomainType:  Zero-Day  Impostor IP Address: [IP Addresss:

Hostname: |Hostname:

Reset
> Message Feedback
A Create a Policy
Displaying 1 - 19 of 19 Messages
Trust Score * Date From To Subject
8.4 27-Sep-2017 Datadog Alerting com> .com [Monitor Alert] Re-Triggered: EP /v2 Scorer / millisBehindLatest / stage
84 27-Sep-2017 Datadog Alerting com> com [Monitor Alert] Re-Triggered: EP /v2 Scorer / millisBehindLatest / stage
8.4 27-Sep-2017 Datadog Alerting m> .com [Monitor Alert] Re-Triggered: EP /v2 Scorer / millisBehindLatest / stage
8.4 27-Sep-2017 Datadog Alerting com> pl com [Monitor Alert] Re-Triggered: EP / v2 Scorer / millisBehindLatest / stage
8.4 27-Sep-2017 Datadog Alerting m> com [Monitor Alert] Triggered: EP / v2 Scorer / millisBehindLatest / stage

" ILEMSRGIAT " R E - AER PR E .
HERERRALRPIAE BT 5% F L 145 ROTE P 2R A R AR X3l

& 58 EHEE TS EAEATE U

Enforce selected

R SRR
IR B
REIPTAURHE g 0 messages selected. Select all 19 messapes Cancel
~— . ,}
VEFEMETSE R T

/ - Displaying 1 - 19 of 19 Messages
1 R EIFT A R

Trust Score * Date Fre

8.4 27-Sep-2017 Datadog Alerting <a

EVEF—HHE, R EEATBGNIT . REKER—PIEE, EAEERHIA
EXEHBH PITREMAY, RAREREERITHBRFIITRAEXBURZIRE. (RSB
NEBHEEMFNRRARETESZER. )

W ERIE R - §EiEE
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mEwr W
59 R TIRE
Enforce Now b4
Enforce 3 selected messages immediately? Q

Enforcement action; ¥* Move to folder "Cisco-Quarantine”

Move to folder "Exec Spoofs"
Delete

Move to Inbox
rE— T

EERBINITIRES, RTMAEILEN MR ARG ITIRIE,
5-10 IR ERIRIRIE
Enforce Now

Enforce 3 selected messages immediately? [

Enforcement action: Delete

4«

Cancel

REREERERRBERBIFHEEIE, ANER P RESSTHNERSEMBERFER

AR
5-11 REREIRS
On-demand Policy

Details for On-Demand Policy 2017-09-27 17:23:30 #

Conditions:

Action:
« From; address; On=-demand Move to folder: Agari-Quarantine
= ¢ontains datadog alerting Uszer: Paul Lorence EP
* To: address: Initiated on: 27-5ep-2007 10:23:30 FOT©
& gontaing plorence

« Date range: 27-5ep-2017 to 26-5ep-2017

l'::; The system is contacting your sensor.

BRIGRE - EHEE W
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ﬁéiﬂ%ﬁﬂ%%@%%%@%ﬁ,%%ﬁﬁﬂﬂﬁﬁﬁ%%#ﬂ%ﬁiﬁ?%#%&
X,

&), FIHEBAHRAIRS R,

5-12 RRRIERSCE PR

< Back to OnDemand Pollcy List

On-demand Policy

Details for On-Demand Palicy 2018-01-04 00:17:44 &

Conditions: Action:
= To:address: On-demand Delete
& containg mipnes Usar: Mike Jones
* Date ange: 26-Dec-3017 to 30-Dec-2017 Initiated on; 3-Jan-2018 16:17:44 PSTE

O Processing messages ...

Message Status e pending  [J-osleted  BH-Moved B -Movedtoinbox @ - NotEnforced
Q ¥ 13
16 of 1% messages processed 10 Why are some messages not énforced?

MEE R RGO EX—AEpF, ZIIEEAEREIFXBHCER R ("SR " EBEh .
"EREWAFE T ARBHIIIT ) BUIHERNRIE.

REFEWBGE, ZNEFRTRBREBISREER:

W ERIE R - §EiEE |
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7. i = e
5-13 RERBHNRERE
{m
12
Deetails for On-Demand Policy 2018-03- 75053808
Fandition: Free
Rt e Gttt
] 21810 o]
& rd ] - Moevnd Migrvndd L L d
-] 3 i
1. PO o
ST [T
al
pad? TrmiSeom™ Dk 0 FEREM W ube
v Voo S Oy -
L] 8- ] iy : e ) s 400 b brsrriary, Percaer b Sl Ling Hodenty
L ik . P
= 28 w S b L] 1
’ ctored e ov
L L o vmr de
= i o e - o
o

RIEFERTNEEBMEGRRTRE. (Fl20, " EMFREHREBHE " )

BR TSR G ITIRIERVIRTSSN, EERERFIMITRHERBANKRE AR S EREIZHBA.
MR REE®E? "IEE ARG, MNRTUHAEFBZER .

RERIRERES I TIE

FTAEERIRRE EIAFY T RERBRIITTEF. REEE > RBoTEFARTEREAD+
HTES.

BRIGRE - EHEE W
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5-14 RRRIEERS|IE

alan]n
CISCO Analyze
Policies
Policies On-Demand Policies
Generated On-demand Policies.

Displaying 1 - 19 of 19 On-demand Policies

Name

On-Demand Policy 2017-08-27 17:23:30 #

On-Demand Policy 2017-09-26 19:17:03 #

Manage

System Notifications

Conditions Initiated On Initiated By

= From: address:
o contains datadog alerting

Policy Log

Enforced Rate  Delete

= To:address: 27-5ep-201T 17:23:30UTC  Paul Lorence EP 3/3 - 100% 1]

s contains plorence
= Date range: 27-5ep-2017 to 28-5ep-2017

= From: address:
¢ contains datadog

* To:address: 26-5ep-2017 1%:1T:03UTC  Paul Lorence EP 11/11 - 100%

= contains plorence
= Daterange: 25-5ep-2017 10 27-Sep-2017

=

FHAES, EAUEGRRFBRE, FEEFRN. BiRBIOATNRBILER.,
i BER " EARET LS R PRIBRIRF RS, 1R, RERRR SR SRR E TR,

"SRRI E IR .

LA

RERBAIMNERTTAHITER:

& 515 BEHERLE

Trust Score Range:

Authenticity Score Range:

Matched Policy:

Enfarcement:

Message |D:

On-Demand Policy 2017-09-27 17:23:30

All messages §

Message |D:

1% B S PG B R RV BRI H 1T IR ER,

F
v

W ERIE R - §EiEE
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mmyE N

EEFEZARE, BFEEE > AR THPRT ' Hik " EEEEEXFE:

& 516 B HE R E R

Cisco [plore @ m) created the On Demand Policy fon-demand-policy/4367/

HERET RN

BB AR EBUA T HPFE12 R (G Suite 3 Office 365) =gy APl BB EEFIIER,
RERIEF " EM " (BEEAY) e REBRASERFIRITREERINZER -1 RS, NRE
ZE MEBHRIE N KEM ARSI ITIRIE, MRFEREEPATFRINELBHRITIRESE WA
RSE ML ERAF P X B I TIRERNEREMEE. Y RFGEEZ K BFA L R23H05R H]
1THRME, BAUEUTUETEEMERS LWL ERENEER:

/var/log/agari/enforcer.loge

BRHGR - BPi5Em
| m 515 |
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RENBUTES:

o« EHEENSREMEHERF
R NEEFIRE DMARC
Bt 4 34

o Awre AD 5BRBtIN AR

BB ERMNENERIR
SRR R

BIEE > FRBINEHES BRSEMEZaFERBRIRESH T EHITEE,

BRHGR - BPi5Em
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BRIEEMBEEpFERIER T

Sensors

Manage the sensors in your infrastructure.

 f3a27bd4

Status

-5d1d-11e8-9482-0242ac120002 f551fele-5d1d-11e8-8f8a-0242ac120002 2

3 Status:
4 Version:

5 Hostname (IP):

+ Receiving Messages and sending data to Cisco

18.05.21222056

ip-10-245-0-147 (10.245.0.147)
Ubuntu 16.04.2 LTS

Daocker version 17.05.0-ce, build 89658be

B Lastconne

Started at:

cted at:  7-Jun-2018 17:23:39 PDT @

30-May-2018 15:27:34 PDT @

Messages received in last hour: 7,143

(Agari only) Kinesis queue depth: 0
(Agari only) Hosted: true

Lasthour | 12 hours | 24 hours

Messages processed L-hour total / 24-hour average

7143/ 15035

16:30 16:45 17:00 17:15

»  Additional Performance Measures

Configuration

Name:  f3a27bd4-5d1d-11e8-9492-0242ac120002

You can rename your sensor at any time without affecting message processing

Upload Data

The “Do Not Upload Data* receiving mode prevents the sensor from uploading files
to Cisco. Use this mode when you want to verify messages are being sent from your
gateway to the sensor without uploading files te Cisco for analysis.

Receiving mode:

TR BRI S RM B apiFERR 0 FRERBREMAE, ZHAEFEIAK
RELRERNER. ERLEAREEMERKSEUCEEMARE.

MREESMERER, BFMNEMFIRPER—MERSR. EIUAERTTETEREH
SEMBHEFPERSNHIRSHHITREENR. FRSHNSFEREBUEDTF £/
Bir (RE/&E/48) RiR.

MREEBA " RBINAT ", EPINFERINFNERE B S * KX
T RSER. LRNIZH HSHERFRIRIEE 80% LB, - i * EliRAL
&, KRFZHEERNNAEE. F21H " RBIRE " TEPR " AT AREB L
7 " HE, TRES " KE " BENEARE (REEE > RE " TEPRIES
MAEME " TECHRAE " 12) .

/ $EWL " A0 7 SR

EtERER. NATAMRAIIRPETERE, RaRE “"EH "

BE T ERARELNAIEN RN P ik,

ERERE " B EREBRBMEICEMSRMEH @R L R0 8], LR 8 MiZES
EZMSHA (NREBESEMBZNEFHFERELTEIRS) .

AAFYEF A Office 365 BFR, FlgESE—1 " THE
%@%ﬁmm

RUEX M " 123, HERSEMBHEFF

RIEITRFIITIER,

W ERIE R - §EiEE |
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RYGEA

R

EE

EEENSENENanr B

RERFEEREN BRSHEMENEFIFERRMAIEMNER. XEBRREEIBRSR
MBI EPPERESE, REAUEFEEL T SEL.

ARBEAZEIEE > RRIEEENARER. AHTRABAENFEEHITAEN. AT
ETRMSEMENENHFERE. ENRARSNERNFEREEEA.

ARBEESEMEEYFRFAEERAR. ARTUSERSRNBNarRE, NERTY
WHERERRE. AP, AR BRSEMEZIalirERSES.

R EZAR T EETUATRPERZAFNESHRR, SEER OEHNEREESFR
. £ \@ZAS " TIEL, [RETNENESN " F " EBir (BS) A TREXEZFNERES
HIIFARER,

@ﬂuﬁ"ﬁgﬁﬁ"ﬁﬁm“ﬁFMF&E"%ﬁ,mTﬁﬁﬁﬁFﬁﬁé%ﬁﬂ%%-@E%
B%. SIEERF.

EAIEE " AR " ME P ERERAR. R EREEEECNARNEZAS, SERFRE
ROGIHENEEEREER. £ #&AS " ELE, KENENEN " & Bfx ([S) 7
TRAEXEZENERAISNERER.

REHRBVRAIIIE] " 4RABAELR " TIE,

BHMITIRE
TAFE " BHIBITIRE " PARRAREARERBEH T,

6-2 " SBEMITIRE " 8F5

Enforcement Settings
Enforcement allows you to create policies that move messages to a designated folder in the end-user's inbox.
Enforcement is available for Gmail and Office365 environments only.

Enforcement: Enable

Enforcement label(s):  The enforcement label (sometimes called a "tag" or a "folder name") is created in users' mail clients to contain moved messages.
Quarantine (default: Quarantine)

Enter additional enforcement labels, and drag labels to change priority order.
If a message matches multiple policies with different enforcement labels (including the default), the label with the highest position will be used.

Label name AddQ

Exec Spoofs Q

BRIGRE - EHEE W
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ERAIRVE “ KR E " P B RAVARI KRS A R FF IR B HAM K, XL MK E T TAERES
BSSHER(ETR, FERREAFEEMRGEFinTE RN X RHATER A R:

6-3 REIITIRME

Actions

Enforce and Notify actions are optional; all messages matching conditions of a saved policy are logged in the Policy Log.

Enforce:
Move to folder "Cisco-Quarantine"
Move to folder "Exec Spoofs" different enforcement actions, t
Delete fon in Enforcement Settings.

Move to Inbox
Notifv:

BREHMEN P e RERE

BRIESEME N EHIPERIRERN N BIBALRNEBERIRE., EFE L EhB A AIHLE 28 5Y 25
MERBRLHITAI, ,@\ﬂﬁu,fmmrsﬁ:aﬁﬁﬁﬁ HREER 7
ER MTA IP 3otk

5 R EE BRI EMER L MTA B9 P #thilt, ZFRBEIESZEA CIDR RTEIETE IP it
WEE.

; IR EGER T Ll MTA RU1E)

6-4 " ERIRE " 2B

Sensor Settings

Messaging Platform: S Suite (formerly Google Apps for Work) -

Criginal-To header name: H-Gm-Original-To

ariginal-Mail-From header
name:

Internal MTA IPs: Add €

IFP Address

Message Components: Choose which components of messages to upload for analysis.

Agari recommends analyzing all available message components.
Include Subject: header

Include full From: email address
The domain portion of the "From:" address is always analyzed.

Include full Reply To: email address
The domain portion of the "Reply-to:" address is always analyzed.

The hashed local portion of the RCPT-TO address is always analyzed.

W ERIE R - §EiEE |
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REAEEMREDMARC H

RAPKFIRE
ERLFAFAKAARNRE: AFPNERAR, FEEHR B GRE.

65 " APKFIRE " 85

User Account Settings

Single Sign-On: Enable

If Single Sign-On is enabled for the users in an organization, some of the following settings may be overridden by the Identity Provider used for
authentication. Refer to the documentation for the Identity Provider for specific settings regarding failed login attempts and password policy.

Session Inactivity Logoff: 12 Hours H
Password expiration: Never

Maximum failed login
attempts:

5

Password policy:  Default

Ingest: Enabled

EENEIEFRIE DMARC

BRSRMBHEFIFPR " A " TEE TR RER SR N BHEGHR 4 & X B R B R YA
BEREN. EANRET RIS HEMBHNEFHPOAN R AR ENSERAREHITRIZ,
BARERE TR R B/ E RGN, BEN R ARBX—TRNHTF
shiREAIRES, AIERMSRMBEHENR R R et HERE DMARC 5RE8, EERKBEBEC
RIS AN F] SRR A4

ERREATTREERHFA

SME"EE > RN BEERCNENAZEHFA.
ZIERFRIAL IS S B RS RIA R B RS RAVEHR.
EFRCEATENE, FTUREEHAZNE L/ @TEX.

x WERE " 724 > 18 WEHARICH " NER " B EHEE T TIHASRTIR P,

EIEHERHRINRENEERHA, UTEMAT. EEERDEENARGEARN P iiit, EHik
B " ROECHI IP HudE " EIF,

BRHGR - BPi5Em
| g 65 |
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= 6-6 "REAN " TIHE

Senders

Review senders to internal domains

Show senders for internal domain: | cisco.com s

Today | 7days | 2weeks | Month
Senders  Unassigned IP Addresses

Displaying 1 - 19 of 19 IP Addresses

Inbound Authenticity

Sender Action
Messages IP addresses Scare Reason
-"’ 237 2 09 Manual « Approved  Undo
Marketo '
cloud 2 2 0.1 Manual ® Denied Undo
ymantec.cloud

WCEM% 5665 1 10 Madel + Approve @ Deny

% | + o
101 5 09 Model Approve Den
t=zendesk i ’

Google : . as Mo - dpprie. W Dony

@ 646 5 08 Model + Approve @ Deny

amazon 524 18 0.8 Model + Approve & Deny
webservices™

G Ofﬁce 365 5 2 03 Model + Approve & Deny

Displaying 1 - 19 of 19 IP Addresses << Previous 1 Next >> IP Addresses Per Page:| 256 %

W ERIE R - §EiEE |



| #£6E EERMSEMENEHNE
REAEEMBUE DMARC W
FHrYE A&
. ﬁﬁg:m%E#AW%W/w&Oﬁiﬁ#AﬁﬁTﬁA—ﬂ,Eﬁ%ﬁ%?wm%
TR

o NIfi- BB ERENERAAIMAKBIZE / REANEESRIEBHE.
o B -IP it FERRERERARIMZE / REABEREILERRY P il #L,
o HRM- TS XRXRBZRGA/HEASHERRHARRNTIILBARETD.

)= B RHERE TS BB BRAEENBRITAhRIMKRB 51ZREA /HES
KEXBIFTE IP UPTEIBARITFIYE, A, YERNEEZEEMFN, 2BR—HBMNE
KN RAENEERZ PRIERERL,

o HIXME-REA: BIMNAHEESLETD,

- FRTAFHESELEREA. BEREFHITSEREREEEN KA IP i
[RILENEDR, EXRBZAMGA /EXK P/ SAGHHISEER R AT REEIE
SKHEITFS 10 (WNR#LE) HEFKEITH 0 (NREL) .

- EZERTNRIRERESEMEIEHIFN R ABRTER,

- ZBESHBIFRTRMKRBIZEMAN/ISAGHARS B EAET B A5TE DMARC —3
ES:NE gy Evalid -

o BME: MREBERESIEL KRG ASRE AR AEKIES, UT2EFMRNITRERE.
- AEEREGANRSME N BRSEMEEHFHNE G ABRRIEN ERIRIRE.
AT ARE AT U L BB A
- MERRBMEZER TGN, BREBSEMEZNETHFRESERBIZR AR
M B 5L AT SR AR 1
- EERRWHELZEHNEGAN, BREBMSEMBZNEFHFRESERBIZR AR
MR P EERIHB 1

REAEH ANEHE 5R:E DMARC

5724k DMARC SRE&—#¥, 7E1RE DMARC 1, B & 4 A EFIMITSMNRIEA e 2 ithse
FESREE, A FISERER M TR P IR PR .

XBIET, REDMARC A ANEERBREXEE, BRAFEENSPLMEILHEAN P, TH
IronPort 4NMAI HBAR, WNREETZEIZAREY, NEFNITH PR, BHATLUERRRLE
AtERHEAN, MRHLREANEUER L DMARC LR H 547, B8 RE DMARC 78
XTEBEIE, TREREHFAFLMEONS B, RFELH " &GN "TTHERE " #E# " 8
AISERL R IE.
%@%§%¢%E#Aﬁﬁﬁ,@ﬂu%ﬂ"%E%J%%"ﬁE#EEmFﬁﬂMﬁ%RE
DMARC RH&.

M 2018 £ 1 AR, BEMMNEFAEZNEEIZFAIFRINRE DMARC 5K,

BRIGRE - EHEE W
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$]1 EEE > RRTIE P R ERE DMARC R84 7R 2| RIS RME TUE.

PR?2 EREAWM T, BERBIBA.

$RI [ TREBFRESRD HILRBIREREHTEREH / ABARBERER.
R4 [RENHEEPHRE.

2018 5 1 A Z A1 EP PIREIE P HRIXGRE DMARC 3REZ, 1EATBUEE U TS REIZEIRE
DMARC $B&:

SR [REEE > RIETIE RIS RES.

SR|2 R EI “ RE DMARC”,

$RI MTRHE " EIFC " FREZXAE. NARERCHIRFEE " NEB
SR 4 B TRAFITHFBRIIRT X,

SRS KERMESERNLRBE 04, ERNWATHR:

6-7 " SREg " IE P RIE S TENER

v Advanced
All conditions must apply (logical AND)

Authenticity Score Range:
0.4

$R6 RENHEESPHIRE.

P AT

E{ﬂﬁé&Méﬁ%’ﬂ@fﬁ?)ﬁﬁ'éﬂ%ﬁ’fﬁﬁﬂ#ﬁﬁﬁ, FERZATHERINZ S 60 B IRRHE RIS
AEE.

BEESRME & TR P rTRER MR BB 47
o WEAMMXHT REEFFHATEZNRBHIMGERER.
s REMHPREFETELEDSR, UEERITIEED K,

5 R4

BRESRNBNEFHIFFHREIMTE -SSP RAE, BEIRURTEERTHNRAIBISH.
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it W

WEMEGERER

p 3
p-
B K

p- 4

LRREEEE

o
HE2
pZ
HR 4
p
$E6

IR RUEMM BRI AT RABRMANTREMNMAEE, BoABRARERRES
RELLBRISRM BN a P IRELER.

SME"EE > HR

B TNRBIBRSENENEMIFERBRERS, B TRNE " 6B4AELG: " iRE.
& EEMERIRYIR " ENEEEATHNERBERALIRE.

RO ENE KRB R ERE.

& 68 “_LFEHIHE RS © EAAE

Message Components:  Choose which components of messages to upload for analysis.
Agari recommends analyzing all available message components

B include Subject: header

B include full From: email address
B include full Reply To: email address
B Include full Emvelope Recipient: addresses

B Upload list of attachment names

DAENMERREAMEARTTEEETE. IREBITERERMNSRNEIENFERIERT
15, EALLERRA—BERGIRE LR, B SMFRIHR R H B X EFE F RS,

MR R EA RERSBEN AR ELN I B, EETE N X LEAERSRFT I — I
NEFERO, BXRERSEMEFNEFIFERBENREMBNES, BERTRERSRMEN
apirfeRis, $1-20.

B, BT ERSRIZER KM 2 RIERIBRRHRE.
SMEEE > (FRARIE,

A TR EIEE

/MR CBRBE 3N .

RENHESNRFEE.

WMESNMERER, FELHSEENITHEREINE MERSBN AN FhESXEL R,

BRIGRE - EHEE W
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69 BRIP4

Attachment Scanning: Scan Attachments
Filenames, file extensions, file types, and hashes of all attachments are analyzed.

EFFHF T

o HTEHRZEMREHERMEIMTER, F£ 6101
o MMFHEREER, F6-11 3

o MHFRBEFEHEESR, £ 61131

o Awre AD HRIZXMER, 2 6-17 1T

ERFNRIEPERMETER

BERW, "ot > RS TEPE-—NMNED. HEECIRNRERBN, "EE > K
& " IE P SR RERNTFR.

6-10 RRE AR

Search Messages

Saarch and filter
From: |From

ot |Te

Reply-Ta: |Reply-Ta
Subject: .n..:: ect
(_:_'_'f:t_?f}_;n_‘.e:t:_ P;an:.' attachment o _t________'_;}
Received between: 'zdla-m-ah and ._2018-03-30

MRAWEMERIRMER, W EA AT ERENIRERE.

& 6-11 BRI ARNER

P etOlulul: + has any attachment

roaived batweal has attachment name: 0

has attachment filename extension: —

W ERIE R - §EiEE |
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FHFIREESR

Azure AD S3hitAEES W

REERRAMAIE, NAAEEDY A A TR R,

6-12 BRI SRR

has any attachment
PRIIWIRY, /“has a malicious atiachment
has attachment name:
has attachment filename extension: |_|
has attachment hash of: F

sived between

BRAMEARER, BRSRMENEYIFEEE MR ER B R ERAMER.
Blan, ERE  WAFAER  PERIAT BB T ik,

AARER, BXANRAEEMAHDE, EEENFNEEAFNFEARGEE.

5 u . ) "
6-13 HREFFAER " B RROBMEEE R
Date: 30-Mar-2018 1:53:47 POT @
Message Trust Score: 1 (Untrusted)
From: .co.uk>
© Low Trust Domain
To: .co,uk is not a trusted domain
Subject: Invoice -03-29-2018 © Malicious Attachment
Messape contained malicious attachment(s)
S¢an0001.xz
Message I0: <20180330045303 ACESCI4CEBEIZF 8 @cheshireribbon.co.uk
Attachment(s): Scan0001.xz

FHFFREREAER

BRBEMENE P ENENE TRAIE TN XXEPREEERITN. EFFEIR
o, EASFHEHEEABRNIT.

BRISEMEHEFIFEN U T RN GRES. RIBEHIITESH
o RIS (zip/rar/tar/{gz/gzip/tgz}/{bz2/bzip2/thz2/tbz}/cab)

o Office Xf. PDF. MHTML. #B#F3Z#F. B, TFEEIEXME. RTF
o Flash, #3MM&=L. Javascript, VBA

Azure AD 5itiiiHAR S

BITAE IronPort H#itik4H 5 Azure Active Directory HE14, FIIAE St SRR Fibh4HAYRER.
IronPort & B &h#& Azure AD AR RAIBIE £ Gt A T, LB DEBAFEHEFHFMIB L,

BT ROMERB R ERAUAE, FSRETRREEENMBYE, 3 5171
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IREMNE FEI

EgEMNARY, B IRIRERISEAY Azure AD B,

EBREEUNEREERRSNERTHERM

1B 5
SR REEE> thitEEH ISR Azure AD B
6-14 “ FaFA Azure AD E% " 248
Address Groups
7]
~
L
Displaying 1 - 2 of 2 Address Groups &
Name 4 Email Addresses Referenced By Pol yis, Used in 30onng
4 - Previe ¢ m ¥
Xecutive X Y
Displaying 1- 2 of 2 Address Groups << Previous 1 Next >> PerP
1k /\ I
$|?2 REBER—DIIEE, AT EED Awre AD HERFIIR.
TIEIRME.
6-15 E#EE AD
Enable Azure AD Sync for for Address Groups »x
Cisco Advanced Phishing Protection can connect to and synchronize with your
Azure Active Directory environment to guickly create address groups for use in
policies.
This connection reguires you to grant an additional permission to Cisco Advanced
Phishing Protection. Clicking "Connect to Azure AD and Grant Permission” below
will redirect you to your Office365 / Azure login screen.
Log in as a Global Administrator to approve (via an OAuth Admin Consent} the
permission requested by the registered Cisco APP application. Granting consent
allows Cisco Advanced Phishing Protection to read group membership information
wvia an AP
This consent only needs to be granted once by a Global Administrator. The consent
screen is presented immediately after a Global Administrator logs in.
1 yiu el i 3
SE]3 IR ERE Microsoft LARELER TR TFIFFAINKS, HAREEZRIZKF.

W ERIE R - §EiEE
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e Microsoft

Fick an account

mjones@saintmetrica.com

+ Ulss another account

$]|A4 BERN, REGERATHUERRE AD 4571528 N A AE,

6-17 BFHR

B Microsoft

T Oy @]
AD Group Reader

Funarer § mblebt BT (ol T [T

This app would B o

a wal i
m

SRs HER, CREENEORBMSEMNENVENIFNA, FiK

BRI

eIZERFHYHLA

Azure AD S3hitAEES W

$R1 WE, BES AwreAD B, BEREEE > MutATTE PRIGIEMIAE .

$]2 WIMAEFER " & Azure AD" SEIUARANMLLE

BRI R
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Create Address Group

Build collection

$B3
H] 4

6-19

Group Name:

Add Addresses:

$E|S IR Awre AD B FETESHUHARPHK R, EITEER TR AMLEER S

W ERIE R - §EiEE

Group last updated: 30-Mar-2018 18:58:57 POT O

] T
s Rl

s of important email addresses. @

Group Name:

Use this group to affect message scoring

Add Addresses: 00 vally | via Azure AD

Azure AD group:

You cannot syne to AD groups with more than 1000 users.

First Name Last Name Email Address *

mif Azure AD H T RIEEF T AHTIE.
EREERLE., R ERZEDIZFRINMB AL,

#%#F AD A

BECURITY_group

B U this group Do affect message scoring

Azure AD group: Security_group

First Name Last Mame Email Address *
Natia 14 HOLMEtNCs. Lo
Paul P WArCL.COMm

2 total addresses
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Azure AD S3hitAEES W

6-20 BRI Aot

Skipped Addresses
Addresses are skipped if they do not provide a first name and last name. (For
example, external addresses.)

Email Address *

nat ics.met
me 3 l.com
pl i.com

3 total addresses

$RE RENHKSBOCIRREFMUAE.

PR E R i ZARYSREX

BE GRS A E R KR SRS AEAHAE RS, BUEEE " 5 Aure AD

KEX ",
HARZREE " R ", " EFSIRERRS Azure AD BYXEX " 1 " E B BI#EFRS Azure AD BY
KEX ",
6-21 MHHEZRS I TIE PR KR 51
Source
Linked to Azure AD
Linked to Azure AD

Manually unlinked from Azure AD

Individually added

Automaticaly unlinked from Azure AD

Manually unlinked from Azure AD

PR [/EESXREKANRREED " ittt " TiE. ERFETANEN, EEEE " 25K Azure AD
HRURER " BRI,

BRIGRE - EHEE W
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6-22 figbR Azure AD 4HBY<EX

Add Addresses: Azure AD group: nathan

You cannat sync to AD groups with more than 1000 users.
First Name Last Name Email Address *
Nathan i nl metncs.com
Group last updated: 30-Mar-2018 18:03:45PDT Q@ " lio@Iamres
Fal

Baf M e wliml Aw ARV F A
o Refresh now 3 Unlink Azure AD Group ../|

PR?2 REZEERGHEIZAS Awre AD #E—FEH, BHFAKRRASHERIFAE. L, EANUFH
fgtkizd, BT RESAEBEEHENR.

6-23 5 Azure AD fRFRXBXEGMILIELE

Add Addresses:  First name

Last name

Email address

Add @
First Name Email Address *
© Nathan t nl strics.com
Group unlinked from Azure AD group nathan. 1 total address

% Convert to Azure AD Group

$RI [KENEHESHRFEUREFRIE.,

W ERIE R - §EiEE |
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Azure AD S3hitAEES W

Azure AD {AE# S MuEA]
RERSHMUAZ G, BiIXEEMEXREME SRR TE.,

SR SME"EE "> KK, ARRTRAFLEAETF,
FRW?2 BTRE " K" 89, AFIER "Awre AD B E—RKATER S HIA * Bi%IE,

6-24 [BR Azure AD R# KM ALGEEA

Policies

Notify whenever:
Any policy event email natifies more than 10 ¢ original recipients
A policy event email bounces or fails to be delivered

{0 Azure AD Syne fails to sync an Address Group within a day
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B &% (SS0)

BRISEMBEFNAESREEERERER ("SS0") HHAITHEE, UEET SAML2.0 i
WABRPRIAFHITRDRIE,
BRI REFIG, &AL

TE " —R " EXAFR, BUGERENQREREN (KF) SRMSEMEHNENFA
FR98E, THEERNBRSRMEZHEFHIFED.

SEhREAFNONR. YRTHEAAERN, EAMUAE SSO RIEEFFMERIAENR, mMA
WEEEREMSEMBHEHIFIF.

RETENHEBSHRIE. BRUATFRERR (i, SNREHEFAZPATAN

AEE) ROBRESENENEHIPFERENESIEHITENRIE (XFTUERSRTERE
FHE) o WEFUAFFERFNY SS0 HMiRBIRSS K EMMER (FIaNEBEAE]) [
IronPort RZERERYEIE# 1T S0,

BEHNAABRARRER, BMITUTERE:

EXERSENENEFFFSME " €1 >" AR " T1H,
SME " AFRKFIRE " BRE&RD.
REERTUBRABRRER.
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User Account Settings

Single Sign-On: Enable

If Single Sign-On is enabled for the users in an organization, some of the following settings may be overridden by the Identity Provider used for
authentication. Refer to the documentation for the Identity Provider for specific settings regarding failed login attempts and password policy.

Session Inactivity Logoff: 12 Hours 4
Password expiration: ~ Never &

Maximum failed login

5
attempts:

>

Password policy:  Default

Cancel

AERET " BREREE " TIH,

& 7-2 EEMNLERER

Single Sign-On Configuration

Follow the steps below to configure Agari to use your organization's Single Sign-On solution. Upon completion, all users in your organization will receive an email with instructions to complete account
setup to use Single Sign-On to authenticate with Agari.

You may need the following parameters configured on your Identity Provider:
+ Entity ID: ep-stage.agari.com
« Assertion Consumer Service (ACS) URL: https://mikes-org-26.ep-stage.agari.com/auth/saml/callback

SAML 2.0 Endpoint (HTTP Redirect):

Public Certificate:

Cancel Save Settings

EIZMIEER, BANTER:
o SAML 2.0 i (HTTP) URL: ESMRHEF RSP, XBNIRA “ BAY " 5 "SAML YA ",
o I (X509)

XA MEERLZE R RERFNRHEEFETIRE,

BRUERF - §EiEE
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a. REMRIRERES M iRHMERFIRHEIL N URL FHEB(E.
MR RERARARECRANUERFAKIEBEIENSHIRERER.
MRRBIEMH, NERSWEEQEBRSENBNERHF, HFETRBINER.
b. RENHESNRFRE, NARREFEREFNAFPKFEAERER.

~
x EE UNKBERRERERFA:

o FTARARPRBWE —HEMF, ESMIMARITAFA S SSO KPR —RIEHE, UERE
WRIBRESRMNENEHFRERERERSFNREEFZIL.

o HHIEERRANALRBHREEJIIEMAFE, B2, MIIBEUEEXERNEEQES
iR HERF

BRSSO ERIAF & RIEFHBURT SSO BIKHETT =

o MTEMREMERFBIR SSO, ARTHRERAZIENEEEZRI. tIFELTARNE
RBIRSREEF REERFER.

o NWFRFBIRHEFZEH SS0, APZFEHANBRSENMENEHIFERR
(https://appc.cisco.com) FFENE BB EFHlt, IronPort Z2RAANESETR “ B " 7, RIELE
BN EMEIE. (FHEISMEITEATHAFRESEEIZREER. ) Bk, AFREHEEEMD
ESMRHERERF. IRAFEROSNREEFRIISH, RIGRRMITEHTEHTIE
(B REEFTESEZS I RETRESNIIE. ) AFRESHREERFHITENRILSE,
IsBE—XHEETQZE BB SEME L EFF#ARTIHE.
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